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Co je ACI?

Application Centric Infrastructure — Intent Based Network for Apps



Cisco ACI

Simpler
Proactive Operations

Powered by Nexus 9000*

Any Speed

G

AA

Faster fny Size

Any Form

Agile Multicloud Anywhere

(100M/1/10/25/40/50/100/400G)

Secure
Protect Anywhere

* When using physical ACI version, not needed for Cloud ACI or virtual ACI



ACl: One Network, any location

Physical Switches

Virtual Networks

vmware: = Hyper-V 100M/1/10/25/40/50/100/400G

Wdocker

Containers

dWS A Azure
SN

¢ 5 1BMcloud

* Google Cloud in Roadmap



Up to 18 RUs Scale-up

The DC network before

Classic modular switching

Single chassis (e.g. Nexus 7000)

* > 500 Leaves with MultiPod/Multi-Site
** Other topologies available (e.g. 3-tier, etc)

The DC network NOW
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ACI: The on-prem elements

WAVAWETRANY S

(Recommended for 2-4 leaves, 2
VMs + 1 Physical APIC)

L-Size (Recommended for
1200+ physical leaf ports)

M-size (Recommended for
<1200 physical leaf ports)

3 Recommended for Production
At least 1 physical APIC required

=
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e Fixed Nexus 9300 Virtual
m C(NX-SS' (9332€, 9364C vPod
- apable 9316D-GX) (vSpine)
Nexus 9500
(W/9700 LCs)

vmware: B HyperV

. . - . Fixed =T Virtual
Virtual/Container networking integration s vPod
Capable) Nexus 9300 (vLeaf)

(100M/1/10/25/40/50/100/400G)

(except vPod mode) et
ydocker

pog | Addons

I S«
Mgmt Cluster + s a :

Per AVE License
l Storage Encryption J

Multisite

On.ly applies to Physical Lez.:\ves Advantage ~° Muliste
(no licensing on APICs nor Spines™*) *

*Except for CloudSec Encryption



Topologické moznosti ACI

From on-prem, VMs, Containers to Cloud and back



cisco
Single ACI Site
Main Data Center Branch , Brownfield and Co-Lo

,_Z::m:::' 4:‘..=: """

ACI ACI ACI Virtual
Single Pod Multi Pod Remote Leaf ACI

* DHCP Relay and Jumbo Frames should be considered to accommodate VXLAN Header (50 bytes)
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ACI Cloud Only

Multi-Region Cloud-Native
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ACI Cloud Only
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Virtual ACI

ACI Cloud ACI

e
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AClI ACI ACI Virtual ACI Cloud
Single-POD Multi-POD Remote Leaf ACI Multisite ACI

*Google Cloud in Roadmap
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Integrace ACI

Every Network Location has it‘s needs, let‘s Integrate them Together



Segmentation Policy Follows the User

No Reconfiguration Required if User Moves

SD-WAN

User/device Application/data
transparently

groups groups
connects user
groupsacross 4...... o0 00O
campus and SD-Access and ACI
branches exchange user and

app groups

User/device
groups

User/device groups

......G......;

SD-Access sends user
groups to SD-WAN

Segmentation maintained from user to app | No VLAN, VRFs, or ACLs required



Segmentation Policy Follows the Application

No Reconfiguration Required if Application Moves

User/device Application/data
groups groups
4.............0.............>

SD-Access and ACI exchange user
and app groups

ACI Anywhere
provides consistent
policy in cloud

Segmentation maintained from app to user | No VLAN, VRFs, or ACLs required



Experience Optimized via Automatic SLA Update

Application Traffic Priority Updated Across Domains

Great user
experience

EMR traffic prioritized in
transit over SD-WAN

App SLA

4...............

ACI sets SAP’s SLA parameters in SD-WAN for a better user experience



Figure 1.

» ACI
r and cloud AppDynamics

camypues and branch data canter andl choud Thraat intalligenc

Automatad

Cizco SO-WAN Cizco AL
data center and clowd

Clsco SD-WAN



https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/at-a-glance-c45-741877.pdf?_lrsc=a6e2aa5e-3ec0-4500-b566-3ad583b03306

Jak Ize provozovat ACI

Pro-Active Monitoring, Troubleshooting & Capacity Planning



Biggest Consumer of IT Time:
43% Troubleshooting

4x Replication challenge

Network operators Troubleshooting an issue can
spend more time collecting be impossible if IT can’t
data than analyzing replicate the issue
while troubleshooting or see the issue as is it
happening real time

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public

Slow resolution

Downtime is expense;
unplanned downtime
cost Fortune 1000
$1.25-2.5B annually

. I McKinsey Study of Network Operations for Cisco — 2016



Day 2 Operations Needs

Ensure network meets business
EEOS

Assure changes work as intended:

policy, compliance, services,
updates

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco public

Proactively analyze the network
and solve problems before they
affect network performance

Efficiently manage network
resources

L
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g
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-
-
-
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When problems arise, be able to
identify the root cause and solve it
quickly

Have full visibility on what is
happening in the network and
obtain actionable insights




Network Insights — Resources

Pro-Active Monitoring, Troubleshooting & Capacity Planning



Presentation ID ]
ACl: Network Insights-Resources

Understand What’s Running In Your Network

Event Analytics Dashboard

A) () (2

Resource
Analytics

T Range: (I May 30t 2018, 5:05 PM - May 31h 2018, 5:05 PM

Data Collection

Anomaly
Detection using
* * EWMA + linear
M L regression;
Hidden Markov
models
Remediation

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public
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Presgntation | .
REWork Insights-Resources

Understand What’s Running In Your Network

Flow Analytics Dashboard

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Shorten Time to Remediation
for Troubleshooting

Locate Locate Root cause

Automated with

Identify 0 o Root cause e Network
y Operations
Artificial Intelligence

‘ Problem ‘ m Problem ‘
lifecycle lifecycle

Network Remediate NIR Remediate
Operations

Network Insights:
Resources

Packet drops | Latency | Reachability | Routing | Micro Bursts




Network Insights Resources — Use Cases

Network

Insights

afealn
Cisco

Data plane issues a
Environment health
Control plane issues N

Infrastructure .lll

availability

Automated alerts

Surveillance

Software G
Hardware

Digitized knowledge base‘

Statistical models f

| Error detection

Packet drops

Latency

Routing protocols
VPC domain

Physical interfaces

End Point analytics
Operational state diffs
Pre-post Upgrade checks

Repurpose capacity
Predictive alerts
Margin of safety

Event based telemetry

Extension of admin’s brain



Network Insights Advisor

Pro-Active Analysis and Advice to Reduce Downtime and Optimize
your Fabrics



Network Insights Advisor
proactive support for your fabric

E Network Insights - Advisor

/ Dashboard "Give me a summary of issues” A

Dashboard
®  Advisories ) Advisories, Notifications
* Provide Timely updates about your
Notices @ y p y
system
A\ lssues ~ « Compliance, Consistency,
o ©06 \ unplanned events
Issues

Bugs @ (::}
PSIRTs ©
= Network @

B TAC Assist

« Track Bugs and PSIRTs

TAC Assist
» Help to collect logs for TAC SRs

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Optimize Your Infra
with Pro-active support

Report

Detect 0 o Interact

‘ Support ‘

Network Remediate
Operations

Report Interact

Network

Detect .
Operations

Automated with NIA ‘

Support '

NIA Remediate

Network Insights:
Advisor

TACSRs | Upgradeimpact | Defect scans




Protect Your Infra
with Compliance

Impact Analysis

Audit 0 o Notify

‘ Compliance ‘

Network Remediate
Operations

Impact Analysis Notify

Network

Audit Operations

Automated with NIA ‘

m Compliance '

NIA Remediate

Network Insights:
Advisor

PSIRTS | Hardening Anomalies | Field notices




Network Insights Advisor — Reduce Downtime

Before Network Insights Advisor After Network Insights Advisor
Time to resolve issue in Hours

Notice/Anomaly Detection 4
360 Case Accepted, Outputs Attached p) 3

240 Tech Support Analysis 3

840 Hrs

<
(~35 days) 1 Day

120 Back and Forth Communication

120

Downtime/Outages to the Network cost Millions

Flag Anomalies Prevent outages | OPEX, CAPEX savings




Network Insights Advisor — Use cases

Network

Insights
Advisor

afealn
Cisco

Software/Hardware
Recommendations

Workarounds

EOL/EOS N

Field Notices

Known PSIRTs

Defects

Version Scale
Limits
Hardening Check

Topology Checker

TAC assist

Upgrade Impact
Avoid multiple TAC calls

Keep Network up to date
Adhere to Cisco policies
Recommendations

Mitigate

Avoid Outages

Significant CAPEX

And OPEX Savings

Avoid downtimes

Improve MTTR



Network Assurange Engine

Cisco Networking Engineer Assuring your Network Intent 24x7



Network Assurance Engine: How it Works

Intent A\t Knowledge Exhaustive
v } Base Checks
Infra State K/ l
Big Data Platform
Data Collection Formal Modeling of Network Continuous Analysis
Capture DC Wide Intent, PoI‘icy, greciseal(\)/la;c(hemat::czl MOdil_s that:cédlfy Models verify that Network operates per
Control/State across Forwarding & Isco’s 30+ vears of Networking and Cross Intent and accurately tell what is wrong,

Security Customer Domain Knowledge where, why, impact and how to fix

Reactive Troubleshooting to Proactive Operations - continuously, network wide

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public
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Epoch Delta Analysis

Correlated Ad hoc Analysis Workflow

@ Cisco Network Assurance Engine

Dashboard Epoch Analysis v Change Management v

@ 0000606060 006 0 06 0 0

01:28 AM 01:30 01:45 02 AM 02:15 02:30
05/17/2018
| A »
Before / After /
Baseline Current

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public

4 Qs, correlated answers...
* What changed?
« Who was impacted?

 Was it due to config changes?
 What happened as a result?

Use Cases

« Change Management

* Root-cause analysis

* Migration

* Maintenance Upgrades
« Capacity Management



Health Delta - Summary
Change in the health of the Fabric

Delta Analysis 1

Earlier Epoch : 04/04/2018 1:46:30 PM PDT Later Epoch : 04/05/2018 5:56:30 PM PDT Time Range : 1 day 4:10:00

Health Delta | Policy Delta

Smart Event Count

A Major Minor 0 Warning ° Info Total
Earlier Later Earlier Later Earlier Later Earlier Later Earlier Later Earlier Later
20 | 18 + 10 | 19 4 10 | 20 ¢ 10 | 214 300 | 320 4 350 | 398 *

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public



Epoch Delta Workflow — Policy Delta

Impact, Change, Operator

Earlier Epoch: 04/04/2018 1:46:30 PM PDT

Dashboard

Q
Changed Policy Objects
Tenants
What got - @D Coke (8)
impacted ? —_— @ fool)
v & est (1
EPG
O 07 A 23 2
Details of =) ® © 2 4 64
impact, if any E|r A
BD-BDP1DJCommon128
» @ bar(1)
» @D ABC (1)

Pepsi (1)

Fabric

© 2019 Cisco and/or its affiliates. All rights | Inventory

» Fabric Policies

Health Deltz
Changed v
® @
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 8
9
10
9 1
10 12
n 13
12 14
13 15
14
15
16 16
17 17
18 18
19 19
20 20
21 21
22 22
23 23
24 24
25 25
26 26

Epoch Delta Analysis

Delta Analysis Management

ly:

Delta Analysis 1

Later Epoch: 04/05/2018 5:56:30 PM PDT Time Range: 1 day 4 hr 10 min 00 sec

] Policy Delta State Delta Capacity Delta Operator Delta
Q
Policy Viewer @ Audit Log
A 00f0 VvV A 0of0 WV

<2xmi version="1.0° > 04/04/2018
<polUni dn="uni* nameAlias=""> 4630 PM, Chandra

<dbgDebugP descr="" dn="uni/dbg" name="" nameAlias=""/> RsBd added

<I2extDomP dn="uni/l2dom-navtestdom" name="navtestdom" na-
meAlias="" ownerKey="" ownerTag=""> o' 46:30PM, Chandra

RsBd deleted

vian_]-static"/>
</12extDomP> 4630 °M, Chandra
<I2extDomP dn="uni/l2dom-I2dom_epdemo* name="12dom_epde- RsBd added
mo" nameAlias="" ownerKey="" ownerTag="">
dn="* tDn=" s-[ep @ 6307w, Chandra
RsBd deleted

demo_vian_pool]-static*/>
</12extDomP>

<I2extDomP dn="uni/i2dom-I2DomP" name="12DomP" nameAlias="" 1:46:30 M, Chandra
ownerKey="" ownerTag=""> RsBd modified
i dn="" tDn="uni/i [Ext-vians}
ic*/> em, Chandra
</12extDomP> ified

<I2extDomP dn="uni/l2dom-I2DomP" name="12DomP" nameAlias=""

ownerKey="" ownerTag=""> @ 'iE0PM

<infraRsVianNs dn="" tDn="uni/infra/vianns-[Ext-vians}-stat- RsBd deleted

ic*/> <i2extDomP dn="uni/l2dom-i2dom_global* name="I2dom_global"

nameAlias="" ownerKey="" ownerTag="">
dn="" tDn="us

What has changed ?

1s-[vian_global]-stat~

ic*/>

</12extDomP>

<bbbUserEp descr="" dn="uni/userext” name="" nameAlias="" own-
erKey="" ownerTag="" pwdStrengthCheck="no">

46:30 P,

4 Chandra
RsBd modified

@ \Who made the changes ?

ates. All rights reserved. Cisco Public



Policy Explorer

Explorer

a

Snapshot on Friday, September 13, 2019 4:52 PM
Start your query with What or Can or View for the selected epoch

Explorer allows network operatars to discover assets and their object associations in an easy-ta-consume natural language query format. Explorar supports multiple queries.
On the Search bar below, enter a What or Cen or View query. The query must includle two groups of bne or mare entities from ACI policy to check their connectiity.

Can Source Talk To Destination?

-+

Which Entities Can Talk?
+ Fiter using DI of narmes..

Reverse query

Filter using DNs or names...
iy X any

x
Clear all

Clear all

B BLE]

(g 063
108

© 2019 Cisco and/or its affiliates. All rights reserved.

Cisco public

Pt

Reset



Application Services Engine

Run your Day-2 Operations Tools with Ease



ACl 4.2

Cisco Application Services Engine

Modern Scale-out application services stack to host Day-2 Operations applications

Network Network
|n5|ghts Assurance Engine

2.2 GHz 10 core CPU x 2

3 rd Party apps

256 GB memory
2.4TB x4 HDD
10G/25G/40G connect

Network automation Scale-out cluster SE-CL-L3

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public



ACl 4.2

Cisco Application Services Engine - Architectures

Fabric internal mode

oo ofe ofe oo e eie  ode ofe ol e afe ofe
66

Fabric internal mode
Single fabric

Multiple fabrics with a
single cluster

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco public

Fabric external mode

ACI MSO

L lll_la_I

SE not connected to
ACI fabric

Primarily for MSO running out
of band

Distributed Cluster**

oie e ofe efe sfe cfe o oo ofe ofs ol ol
66 ®

Distributed cluster mode

Location aware
workload placement

Mixed fabric version mode

Hybrid cluster mode to support fabric
internal and external nodes

** Future
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Cisco ACI

Simpler
Proactive Operations

Powered by Nexus 9000*

Any Speed

G

AA

Faster fny Size

Any Form

Agile Multicloud Anywhere

(100M/1/10/25/40/50/100/400G)

Secure
Protect Anywhere

* When using physical ACI version, not needed for Cloud ACI or virtual ACI



Thank you !



