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Je Vaše Wi-Fi dostatečně zabezpečená?



Bezpečnost Wi-Fi sítě je komplexní otázka

Klient

RF Infrastruktura Aplikace

Služba



Hardwarová bezpečnost



Trustworthy solution

HW Anchored Secure Boot

Image Signing and Secure Boot work together to ensures 
that authentic Cisco SW boots up on a Cisco Platform Trust Anchor Module

HW Authenticity Check

Secure Unique Device Identification

Tamperproof ID for the device



Přístup do sítě



WLAN has inherent vulnerabilities, exposing it to various 
threats

Over-the-Air Attacks

Rogue Access Points | Honeypot or Evil Twin | AP MAC Spoofing

Denial of Service | Reconnaissance | Cracking Tools

Non-802.11 Interferers

Microwave | Bluetooth
Radar | RF Jammers

Rogue Management
Basic Wireless Security

WIPS
Advanced Wireless Security

Cisco CleanAir
Visibility of non-WiFi interferers



Industry’s best and broadest Wi-Fi 6E and 
Wi-Fi 6 portfolio

91159105I/W

9136

CleanAir Pro

9166

CleanAir Pro

91649162

CleanAir®  Pro

9120

RF-ASIC

9130

RF-ASIC

9124

RF-ASIC

CleanAir Pro



Securing AP Switch Port Access

RADIUS
Identity Services Engine

802.1x 
Authentication
(EAP-FAST, EAP-

PEAP, or EAP-TLS)

How do we bootstrap configure the AP?

BRKEWN-3004 8



key config-key password-encrypt mypassword
password encryption aes

Encrypt keys and passwords



Ověření klienta?



Zero Trust for the Workplace 

Endpoints

• Users
• Devices
• Things

Enterprise

ISE

Network Devices

• Switches
• WLCs / APs
• VPN



ISE Secure Access Control Options
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Authentication Methods

• MAC Authentication Bypass
• Easy Connect ® 

• IEEE 802.1X
• Web Authentication

– Central WebAuth
– Local WebAuth

Authorization Options

• Downloadable / Named ACL
• Air Space ACL
• VLAN Assignment
• Security Group Tags
• URL-Redirection
• Port Configuration : 

ASP Macro / Interface-Template

Passive Identity

Active Identity

Certificate based Auth

SCEP/CRL

Certificate 
Authorities

ISE
LDAP/SQL

OAuth:ROPC

Up to 50 distinct AD domain support

Passwords/Tokens

External Identity Stores

SQL Server

Active Directory

Azure Active Directory

PostgreSQL

Built-in CA

300K Internal Users

Single Sign-OnSAML IdPs

APIs

Azure Active Directory

Up to 100K
Network Devices

Native Supplicants | Cisco Secure Client 

Enterprise 
Network

VPN

MAB

802.1X

WebAuth

5G



What can be done with RCM



IoT



• Multi-Preshared Key (MPSK) supports 
multiple PSKs simultaneously on a single 
SSID

• Any of the configured PSKs can be used 
to join the network

• This is different from the Identity PSK 
(iPSK), where unique PSKs are created 
for individuals or groups of users on the 
same SSID 

Multi-Preshared Key

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf


Identity Preshared Key

PSK WLAN

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= Ktghmo9M

PSK= PY9CK5tL

ISE

WLC

MAC-Filtering

MAC= 20:C9:D0:2B:80:F7 PSK= PY9CK5tL

PSK= uTx6oDm1

PSK= Ktghmo9M
PSK= Ktghmo9MMAC= 50:C7:BF:BA:D9:75

MAC= 50:C7:BF:BA:D3:23
MAC= 9C:3D:CF:4A:72:4D

Group == Medical Cart PSK= zD235o1M
PSK= 8GB10vaqProfile == Smart TV

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html


6GHz WLAN Design Considerations

6GHz SSID Requirements

• WPA3 L2 Security: OWE, SAE or 
802.1x-SHA256

• Protected Management Frame 
(PMF) enabled

• Any non-WPA3 L2 security 
method is not allowed – no 
mixed mode possible

1. “ALL-IN” option: Reconfigure the existing WLAN to WPA3, one SSID for 
all radio policies (2.4/5/6 GHz) – Most unlikely

2. “One SSID” option: Configure multiple WLANs with the same SSID name, 
different security settings – Most conservative

3. “Multiple SSIDs” option: Redesign your SSIDs, adding specific 
SSID/WLAN with specific security settings – Most flexible

What options would you have?

Most likely your current SSID configuration would prevent it from being broadcasted on 6GHz
Note: as 17.9.1, there is a limit of 8 SSIDs broadcasted on 6GHz radio

AKM = Authentication and Key Management 
OWE = Opportunistic Wireless Encryption 

SAE = Simultaneous Authentication of Equals
SHA-256 = Secure Hash Algorithm (SHA) 256 bit



Návštěvnická Wi-Fi







Portály







LWA



Certificates for the Controller Web Authentication:
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc20



CWA







QR Code Scanning in ISE Guest Portal

(1) Guest fills personal 
fields

(3) Passcode is 
autofilled

(2) Guest presses QR 
code button

(4) Access is granted



Další možnosti pro veřejné sítě



OWE





OpenRoaming



Wi-Fi Access 
Network

Secure Wi-Fi Onboarding

Identity
Provider

Authentication, Policy, Accounting

EAP-based User 
Authentication

TLS based 
encryption

Enterprise based 
security and 
HotSpot 2.0

IDP controls 
privacy

IDP Discovery Configure DNS

Ecosystem brokers

Acce
ss 

Pro
vid

er 

Onboard
ing

OpenRoaming 
Identity Federation

IDP Onboarding



OpenRoaming Identity Principles

1 Authentication is private
Secure and private authentication between user’s device and IDP  IDP

2
User and device are identified in context
Identified with persistent Device ID and User ID with IDP context
IDP shares (anonymized) data in the secured path

Device ID erj50349jf35g65@cisco.com

User ID bob@cisco.com

4 Privacy with user consent
User controls privacy, identifiers are always persistent

Share my email 

Hide my email

bob@cisco.com

ekg40g9vee93@cisco.com

3 IDP shares identities on the user’s behalf
IDP manages identity and privacy for the user IDP

Wi-Fi Access 
Network



Next Gen Onboarding Client Matrix

Native OS Support OR Mobile App
Samsung Devices: Android 10 or higher
Google Pixel: Android 11 or higher

Apple devices running iOS 13.3 or higher
Android phones running Android 9 or higher

OpenRoaming App Compatibility

Apple iOS Android
iOS 13.3 or higher
XCode version 12 or higher

Android 9 or higher

DNA Spaces SDK Compatibility
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Secure Network Analytics



Secure Network Analytics

Behavioral modeling
Behavioral analysis of every activity 
within the network to pinpoint anomalies

Data collection
Rich telemetry from the existing 
network infrastructure 

Global threat intelligence 
(powered by Talos)
Intelligence of global threat campaigns mapped to local 
alarms for faster mitigation

Multilayered machine learning
Combination of supervised and unsupervised techniques to 
convict advanced threats with high fidelity

Secure Network Analytics

Encrypted traffic analytics
Malware detection without any decryption using enhanced 
telemetry from the Cisco devices



Quick snapshot of 
malicious activity

Suspicious behavior linked 
to logical alarms

Risks prioritized to take 
immediate action

Detected Alarms tied to entities

Relevant use cases:
Detecting Top Alarming Hosts on the network



Summary of aggregated 
host information

Observed 
communication patterns

Historical 
alarming behavior

Comprehensive host investigation

Host summary

Hostname:

Host group:

Location:

First Seen:

Last Seen:

Policies:

Quarantine Unquarantine

Flows History

12-Jan 13-Jan 14-Jan 15-Jan 16-Jan

Alarms by Type

Data Hoarding Packet Flood High Traffic Data Exfiltration

10.201.3.149

Within
organization

Outside
organization

Traffic by peer host group

10.201.3.18

Insider Threat Event, 
Client IP Policy

6/1/21 8:31 AM

1/25/20 1:52 AM

Desktops, Sales

Atlanta, GA

dhcp-atl-4-71.acme.com



Granular host event investigation
Determine if a host is a source or 
destination of events

Security event details to understand why
the alarm was triggered and see the policies
and threshold values that were violated

Use actions to drill down into the telemetry 
associated with the security event with just one click

Relevant use cases:
Using the Security Event Workflow



Set the maximum number
of records returned 

Common search parameters available through Basic search 

Investigating Telemetry via flow search

• Monitoring Trusted Third Party
• Monitoring Vendor Activity

Relevant use cases:
• Investigating Unidirectional Traffic
• Obtaining Historical Conversations for Unauthorized Data Transfer



DNA Center a Spaces



Day 0

Day 1

Day 2

Day N

Model Driven 
Telemetry

Intent-based 
Infrastructure

Model Driven 
Programmability

Performance 
Optimization

Onboarding

Configuration

Monitoring

Optimization

Mean Time to Value
Mean Time to Repair

Provisioning
Automation

Plan the 
Network

Day -1

Network 
Design

3rd Party Tools

ITSM 

IPAM 

Design

Cisco DNA Automation and Assurance
Automation across an Intent-Based Lifecyle



Rogue Management Architecture

Automation

Assurance

Rogue Enablement

Rogue Report via CAPWAP

Rogue AP

Rogue Telemetry via HTTPS/JWTManaged AP WLC

Cisco DNA Center

Rogue

Rogue UI

Aggregation and Classification

Admin

HTTPS

Rogue RSSI Update 
via NMSP

Rogue RSSI Update 
via NMSP

Location Update via API

DNA SPACES 
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Rogue Management and aWIPS on Wi-Fi 6E 
Abolish your 6 GHz Network Vulnerabilities from 2.3.2

Top Locations 
Affected

High Threats
by Category

High Threats 
Over Time

Threat 
Insights

Note: Revamped UI is from 2.3.4
46



Forensic Captures
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Doporučené nastavení v rámci Cisco.com
http://cs.co/c9800-BP

http://cs.co/c9800-BP



