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 Introduction to Cisco FSO

- AppDynamics cSaaS — Secure Application
solution

- AppDynamics and ThousandEyes integration

« AppDynamics Cloud introduction
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Full-Stack Observability

Business context — customer use cases
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Cisco full-stack observability architecture foundation
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SERVICES Applications Network and Application Security User Digital Experience Applications Multi Cloud
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AppDynamics and AppDynamics Cloud

/\ APPDYNAMICS
part of Cisco

Technologies
Data Center hosted

Distributed via VM
and Kubernetes

Instrumented with
AppDynamics Agent

Scenarios
3-Tier Applications

APM Code level
visibility

Infra monitoring
Business Insights

DEM/EUM Synthetic

Application Security

cSaaS & on-premise

£

Language Support

View OTel Metrics
and Traces

Business Transactions

\) APPDYNAMICS

Technologies

Microservices
* OpenTelemetry

Kubernetes
* AKS/EKS

AWS/Azure
* Compute

* Serverless
* Container
* Storage

* Database

Scenarios
Cloud hosted
Kubernetes monitoring

Service monitoring

Cloud Native monitoring




AppDynamics cSaaS
Secure Application

Integration of Kenna and Panoptica




Cisco Full-Stack Observability

With business context — customer use cases
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Defense-in-depth reduces risk & load on the app

RASP ™) App Runtime

Block suspicious Block suspicious Block suspicious
network traffic HTTP requests code behavior

|

C Cisco Secure Application )

*) RASP = Runtime Application Self-Protection
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Add application security controls

Canladda
security tool to
your apps?

Sec App
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Vulnerability scanning

I’m scanning our
websites on Tues.

We deploy on
Weds.
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Incident investigation

What app was
breached on
10.1.1.34?
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Applications require a new security approach

Empowering the digital enterprise to operate with speed and security

New applications Require new protections
N . .
Run anywhere \@J CLOSER to the application

Change constantly fo% CONTINUOUSLY automates security

Are unique @ ADAPTIVE for the application

(
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Secure Application Use Cases at Runtime

Fast to deploy, immediate time to value, and performant for all environments

Detect Detect Attacks Block Attacks
Vulnerabilities

= © | e

Common Vulnerabilities and Spot CVE correlated runtime Policy level blocking that
Exceptions with Code Level exploits and Zero Day attacks stops bad actors... even if
correlation (like Log4j) vulnerabilities exist

Security insights provided with Application and Business context
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‘) ’ Cisco Secure Application

SUMMARY
Nodes ® Trend ©
ACTIVE SUPPORTED 200
130 94 \_./.\ .
36 unsupported e o
100 - ® -
N O CO nﬁ g U ratl O n re q u I re d READY ENABLED SECURED 50
90 94 90 0 : . . . . ‘
0 disabled 4 unsecured Jan 30 Jan 31 Feb 01 Feb 02 Feb 03 Feb 04 Feb 05
@ Supporied @ Enabled @ Secured @ Active @ Ready
F I EXi b | e contro I S ‘ T Application ~  Search... -
Security Settings Export All
Showing 1 - 10 of 34 Applications
O Application Active Nodes Ready Nodes Supported Nodes Enabled Nodes Secured Nodes Security Setting Security Status
. . O {3 AD-Financial-Next 35 30 30 30 30 Enable » Enabled
Diagnostics
O {3 AD-DevOps 17 3 3 3 3 Inherit » Enabled
O {3 AD-Financial 15 13 13 13 13 Enable » Enabled
O n AD-Ecommerce 13 12 13 13 12 Inherit » Enabled
O 3 saAPErRP 12 4 5 5 4 Enable » Enabled
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Vulnerability Detection

SAST : SCA

static application security testing software composition analysis

-

DAST

dynamic application security testing interactive application security testing

Proactive scanning

Proactive scanning

Proactive scanning

Reactive scanning

Source, Build Source, Build, Run Test, Run Test, Run

Inside access Inside access Outside access Inside access

All code

oo
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Common Vulnerability Scoring
System (CVSS)

Severity Base Score Range

7.0-8.9

9.0-10.0

Consistent assessment across industry

Static scoring without manual adjustments

Does not measure risk—measures technical severity

Not a predictor of exploitation
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Vulnerability reports

Here’s the 1000
vulnerabilities |
mentioned.
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Use Kenna, Talos, and
Panoptica Intel

Hunt for threats in SecureX

‘3 ’ Cisco Secure Application

o00
41 Timestamp: 05-02-2022 09:30:45 EDT
| | Affected Node: node-20
LA >/
. Event Trigger: 178.175.1.244
cisco SECUre A
Vulnerabilities: CVE-2021-44228

Entry Point: https://localhost:8088/app/execute?upload=http:
189.203.158.82 Investigate in SecureX

Client IP:

@ 3 Targets v fﬁ: 27 Observables v

178.175.1.244 /. JRYEIGEERETIRENTY
Intelligence block list

Network Flow: 127.0.0.1:40758
Relations Graph - Dispositions: All v Types: All v Mod Judgement: Suspicious [Talos]
Classname: java.net.SocketPermission

Socket Out: 178.175.1.244:443
sun.net.www.http.HttpClient.openServer
true

java.lang.SecurityManager.checkConnect (SecuriyManager.ja

& ; P
& 146.11281.108 v

S 1051)
2 Domains sun.net.www.http.HttpClient.openServer (Http ent.java:51
v e
/"\ / £ SHAIGE

live.

Panoptica

Cloud-Native Application Security, Simp

=)

=

3 URLs

K=NNA

Security
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[ X N J
T Library v Search...
Set Status Export All
Highest
P — X Kenna .
O Library Application Tier (Nodes) Score ©® Highest CVSS Score
N2
O org.apache.tomcat.embed:tomcat-embed-core:8.5.11 Y3 staging-sock-shop Bl orders (O 100 ) @D ciitical
O org.springframework:spring-beans:4.3.6.RELEASE Y3 staging-sock-shop Bl orders (ORI 100 ] @D ciitical
O org.springframework.data:spring-data-commons:1.12.7.R... Y3 staging-sock-shop Bl orders (ORI 100 ] @D ciitical
Ll bra ries usage ] org.springframework.data:spring-data-rest-webmvc:2.5.7.... Y3 staging-sock-shop Bl orders " E» @D ciitical
O com.fasterxml.jackson.core:;jackson-databind:2.8.6 Y3 staging-sock-shop Bl orders " E» @D High
O org.springframework:spring-webmvc:4.3.6.RELEASE Y3 staging-sock-shop Bl orders 1 e (59 Medium
o a O org.springframework.data:spring-data-mongodb:1.9.7.REL... Y3 staging-sock-shop IBl orders M  Ca @D ciitical
Constant monitoring
O ch.qos.logback:logback-core:1.1.9 Y3 staging-sock-shop Bl orders OB - ) @D ciitical
O ch.qos.logback:logback-classic:1.1.9 Y3 staging-sock-shop Bl orders O - ) @D ciitical
O org.springframework:spring-context:4.3.6.RELEASE Y3 staging-sock-shop Bl orders OB ) @D Low
Re m ed Iatl on gU Id ance O org.hibernate:hibernate-validator:5.2.4.Final Y3 staging-sock-shop IBl orders OB ) @@ High
O org.springframework:spring-web:4.3.6.RELEASE Y3 staging-sock-shop IBl orders " =D @@8D High
O ﬂ org.springframework:spring-expression:4.3.6.RELEASE Y3 staging-sock-shop Bl orders O ) (53 Medium
T T
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[ X N J
\) ‘ Cisco Secure Application Occurrence 1
Affected Endpoints
Vulnerabilities (125) Attacks (216) External APls (16)
69.160.80.149:443
Asset
T
69.160.80.149:443
Export All
Discover APl usage -,
Description
PanoPtlca Flndlngs Category Seventy \J/ Unspecified vulnerability in the _php stre
PHP before 5.3.15 and 5.4.x before 5.4.5 }
Vulnerability SYSTEM . Critical related to an \overflow.\
Leverage Panoptica API
intell ige nce Vulnerability SYSTEM @ Critical cve_id
. . CVE-2012-2688
Vulnerability SYSTEM @® High
. . . TLS Version
Factor in business risk .
TLS Version Pa noptica

Cloud-Native Application Security, Simplified
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AppDynamics cSaaS
ThousandEyes Integration

Extending the End User Monitoring




User Experience Monitoring
Real User Monitoring

- Monitors real users experience with an application
- Correlation to backend side of application processing
- Statistics on demography, OS versions etc.

- Web application monitoring

- Simple web applications
- Single-page applications (React, Angular, Vue,..)

- Mobile applications
- Android - Java, Kotlin, Flutter
- Apple 10S - Swift, Flutter
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User Experience Monitoring

Synthetic Monitoring

- Emulation of user-actions for web applications

- Both AppDynamics and ThousandEyes — which to take? It depends...

AppDynamics Syntehtic Monitoring

ThousandEyes

Cloud (a few of) and private systems with browser
emulators

Integral part of end user monitoring

Programmed in Python

APl monitoring

Can take screenshots

Correlation to backend business transaction
monitoring

Support for CI/CD pipelines

Cloud (a lot of) and private systems with browser
emulators (agents)

Deployable on network devices

Programmed in Javascript

APl monitoring, also from user endpoints
Monitoring of 3rd party and Saa$S applications
Network path analysis

Network services availability monitoring (DNS,
BGP)

Integration with AppDynamics

Internet Insights
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) APPDYNAMICS  Home  Appications  UserExperiemce  Database  Servers  Analytics  Dashooards & Reports  Alert & Respond Q @

User Experience O Retresh wstihor v @
Browser Apps  Mobile Apps  C Devices  AP1 *
@© Oetail + AddApp 114 View Options ({3 Connect 10 ThousandEyes
Req - € ic Avei " -
Finance Browser Ap

End User Experience e ]

\) o ©
@

Success!

Users  APICI ThousandEyes tests
AppDynamics for C Matched to 32 domains

in 7 apps

ThousandEyes Integration

Monitor real-time network, application, and
Enable ThousandEyes Integration
@

Authorization Token
Generate this token in your ThousandEyes Account setting under




) APPDYNAMICS Wome  Appications  UserExperience  Database  Servers  Analytics  Dashooards & Reports  Alert & Respons Q@
Ecommerce - Browser v Finance Browser App O Refresn Last 1hour v @
= ) APPDYNAMICS Home  Applications  User Experience  Datadbase Servers Analytcs  Dashooards & Reports  Alert & Respond Q @
)

B Ecommerce - Browser v Finance Browser App O fetess  Lastirow v @
88 Browser Agp Dashboard Overview Geo Browser Usage

o +-
% | neAuses

= off Exerience Joumey Map End User Response Tme Distousion Enc User Response Time Trena
Uy By sesions s percanthe (449 ma)

s = ~ g

Cloud & Enterprise Agents > Views

Single Pane of Glass

-

. Current Test Sewngs [ Agent

b FIN-Finance App- SE Asia-la2-Green =  Allagents
= £ Views

‘e

Tanget Server Showing data from Mon, Nov 21 08:40 - 08:45 PST

www finance com80

Path Visualization
10f1Tost ~ 60f9Agents ~ (SnowAl) 10f1Server =  Show IP Address labels ~ Highiight nodes that match all / any
Agents by Agent ~  Interfaces by IP Address ~  Destinations by Domain ~
Forwarding Loss > 10 % (Onodes ) = Link Delay > 100 ms ( 3 inks ) ~
« Info (1) ~

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Easy integration

Integrations

Integrate with Other Applications

[+

E]

l AppDynamics Integration
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AppDynamics Cloud

Introduction




The application world has changed

Monolithic, 3-Tier Apps

Virtual Machines

Manageable Data

Traditional Ops

\VERIE]L

Distributed, Event-driven

Containers, Serverless

10x-100x Data

DevSecOps

Al/ML aided

Modern applications need modern observability!




FSO Platform

Single platform for Cisco and 3 party
FSO applications

Multi-product integration platform
Ingestion and storage for compute, networking,
security, public and hybrid clouds

Cross-MELT troubleshooting

Anomaly detection and root cause analysis
services across metrics, events, logs and traces

Multiple sources = Single entity

MELT from multiple collectors are combined for a
single entity view for multi-dimensional visibility




Search Results / Generate Policy @ Last 12

RELATIONSHIPS v ACTIONS

Generate Policy

Business Transactions > 1 Anoma|
Overview View All Open Violations View Suspected Cause 1 of View Suspected Cause 2 of
View immediate dependencies 4 violations Anomaly Anomaly Hea

Cross-MELT AD somt . .

1Bl RiskAnalysis 1Bl userProfile BUSIneai s
Services > Generate Poli

L]
@ L4 Entry Point
° IBl Generate Policy IBI Fullfiliment Service Generate Poli
/genera q

Checkout Service

Leverage Al to reduce mean 8 s

Service Instances >

ti m e to reS O I uti O n ( IVI TT R ) 1Bl Cust...Service_Enrollment

Detect Cross-Domain Anomalies Alert lusters > ¥ HEALTHVIOLATIONS (4
across K8s, services & cloud metrics P —

Average response time is too high

Anomaly Detection for BTs X o ———
. . . . . lamespaces > rror rate is too high
Identify issues aligned to business objects

CPM is too high

Correlate Alerts 6:00 AM 9:00 AM 12:00 PM 3:00 PM 6:00 PM
Reduce alert noise for related issues using AVERAGE RESPONSE TIME (45)
topology and time

. (0]
C ro S S_ D O m a I n RCA 6:00 AM 9:00 AM 12:00 AM 3:00 PM 6:00 PM

Containers >

Extend root cause from service layer to ERRORS / MIN
infrastructure layer ° 100

50 —— —_— —
(0]
6:00 AM 9:00 AM 12:00 AM 3:00 PM 6:00 PM

CALLS PER / MIN

100

50



The power of
AppDynamics
Cloud

\) APPDYNAMICS

Purpose Built Platform for

cloud-native Observability
AWS & Azure & Openshift OnPrem

Contextual awareness from any
telemetry source

Resolve issues faster with Al
model-driven remediation




Public Cloud
Visibility

Troubleshoot public cloud
infra and correlate to APM

Expanding services coverage for
greater breadth

Cloud service log collection for

agentless access to S3 buckets
and CloudWatch log groups

Correlated metric and log analysis
to uncover root cause
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Public Cloud
Visibility

Troubleshoot public cloud infra
and correlate to APM

Expanding services coverage for
greater breadth

Cloud service log collection for
agentless access Azure Monitor log
groups

Correlated metric and log analysis to
uncover root cause
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OpenShift
Kubernetes

Unify observability across clusters
both on-premise and in the cloud

Self-managed k8s support extends to
most common enterprise container
platforms

Easy to deploy on large clusters with
OOTB health rules for fast start

Just released!

Namespaces >
Workloads >

2.58K

OpenShift

Cluster: useast1-recservices

> HEALTH VIOLATIONS

0 AM

KUBERNETES EVENTS

Severe @ Warning Info

POD STATUS

@ Running Pending @ Restarts Failed

Amazon EKS Azure AKS

Self Hosted
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