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Secure Firewall Portfolio

ASA 5508/16

FPR 4112/15/25/45

FPR 1010 

FPR 1120/40/50

FPR 2110/20/30/40

FPR 9300 Series

FPR 4110/20/40/50

SM-40
SM-48
SM-56

SM-24
SM-36
SM-44

650 Mbps AVC
650 Mbps AVC+IPS

1.5-3 Gbps AVC
1.5-3 Gbps AVC+IPS

2-8.5 Gbps AVC
2-8.5 Gbps AVC+IPS

Stand-alone device:
12-53 Gbps AVC
10-47 Gbps AVC+IPS 6

Six node cluster:
Up to 254 Gbps AVC
Up to 226 Gbps AVC+IPS

One Module:
30-70 Gbps AVC
24-64 Gbps AVC+IPS

Six node (2 chassis) cluster:
Up to 336 Gbps AVC
Up to 307 Gbps AVC+IPS

SOHO/
SMB

Branch
Office

Mid-Size
Enterprise

Large 
Enterprise

Data 
Center

Service 
Provider

650 Mbps AVC
650 Mbps AVC+IPS

Check out the Small Business Edition offering!
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Cisco Secure Firewall portfolio

SOHO/SMB Branch Office Mid-Size Enterprise Large Enterprise Data Center Service Provider

FPR 1010 

NEW

ASA 5508/16

FPR 1120/40/50

FPR 2110/20/30/40

ASA 5525/45/55

FPR 4110/20/40/50

FPR 4115/25/45

FPR 9300 Series
SM-40
SM-48
SM-56
SM-24
SM-36
SM-44

ASAv NGFWv

FPR 4112

IPS

AMP

URL

VRF capable (6.6+)

Multi Instance
&

Clustering
capable
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What’s new? – Firewall Virtual Platforms

• FMCv and FTDv
• ESXi 7.0 support
• Support for: Cisco Hyperflex, Nutanix 

Enterprise Cloud, OpenStack
• ASAc Docker containers

Private Cloud 

• Azure Application Insights for FTD metrics
• FMCv/FTDv ASAv on Google Cloud Platform & 

Oracle Cloud Infrastructure

Public Cloud
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Smart Licensing Performance Tiers

Performance
Tier

Device
Specifications

Rate
Limit

RA VPN
Session Limit

FTDv5 4 cores/8 GB 100Mbps 50

FTDv10 4 cores/8 GB 1Gbps 250

FTDv20 4 cores/8 GB 3Gbps 250

FTDv30 8 cores/16 GB 5Gbps 250

FTDv50 12 cores/24 GB 10Gbps 750

FTDv100 16 cores/32 GB 20Gbps 1000

• 7.0 Evaluation mode and Smart License performance tiers
• Current perpetual BASE license moves to a subscription model
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Expensive

Current Challenges 
Error Prone Difficult to 

integrate

Complex Difficult to 
manage

Demands Current Challenges

Scalable and Elastic

Programmable

Resilient

Scaling
• Smart Load-balancing
• Custom metric tracking
• Resiliency and statefulness

Config management
• Initial config
• Config sync
• Consolidated tracking

Monitoring
• Troubleshooting
• Event consolidation

Automation
• Independent deployment (iaC)
• Integration
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Cisco Secure Firewall Cloud Native Platform for AWS

Amazon
Elastic Kubernetes Service 

(Amazon EKS)

Region

VPC

Availability Zone

Cisco Secure Firewall 
Cloud Native 
K8s Cluster 

CNFW worker nodes
(L4)

Cisco SFCN 
Redirector

ElastiCache
(Redis DB)

Amazon 
Route 53

Amazon 
Hosted Zone

CNTD worker nodes
(L7)*

CNTD worker nodes
(L7)*

Availability Zone

CNFW worker nodes
(L4)

* L7 service is planned for release CY22H1 

Additional security service worker nodes
(Future)

Additional security service worker nodes
(Future)

Scalable architecture
(Horizontal Pod Autoscaler - HPA) 

Modular security architecture 

K8s orchestrated deployments
(Amazon EKS)

DevOps friendly
(YAML + CI/CD + GitOps) 

CRDs and Helm Charts

Config management 
(REST API/YAML/CDO UI)

Data externalization (Redis) 
for stateless services 

Multi-region and multi-AZ support 

Multi-tenant aware

Bring your own license (BYOL)

CNFW footprint 
4 core
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Secure Firewall Cloud Native 

* FCS in May 2021 in AWS EKS, followed by Azure and Openshift this Fall

Developer-friendly elastic firewall for 
Kubernetes-based environments*

Insert security controls next to 
application containers

Highly scalable & elastic firewall for edge 
use cases – RA VPN, DC Backhaul, Mobility 
carriers, MSP/MSSPs

Easily deliver firewall services with 
massive scale and resiliency in cloud 
environments

Micro Service N

Firewall Cluster

VPN 
Service
VPN 

Service
VPN 

Service
Threat 

Defense

Access 
Control

Malware 
Protection

Pods

Micro Service 1

Pods

Micro Service 2

Pods

Micro Service N

Application Cluster

Web Server

Database

Web Server

Database

Image 
Processing

Enabling the cloud transition
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Resources

• SFCN CCO page: http://cs.co/SFCN

• SFCN At-a-Glance: http://cs.co/SFCN-at-a-glance

• Cisco blog on SFCN
- Technical Blog: http://cs.co/SFCN-blog
- Blog: http://cs.co/SFCN-business-blog

• SFCN Marketplace Listing: http://cs.co/SFCN-aws-listing

• SFCN GitHub: https://github.com/CiscoDevNet/sfcn

http://cs.co/SFCN
http://cs.co/SFCN-at-a-glance
http://cs.co/SFCN-blog
http://cs.co/SFCN-business-blog
http://cs.co/SFCN-aws-listing
https://github.com/CiscoDevNet/sfcn
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As the threat landscape evolves, our firewall portfolio does too. Gain more features and 
better performance at the same or lower price point. 

Firepower Hardware Update

Better performance
• Up to 3.5x boost in Firewall throughput

• Up to 5x boost in VPN throughput

More connections
• Up to 2x more connections per second (CPS)

Improved encrypted traffic throughput
• Up to 3x boost in encrypted traffic performance
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Small business and branch office security with superior price/performance

Firepower 1000 Series

• High–performance desktop firewall

• PoE, 8 10/100/1000 Base-T RJ45 switching ports

• Stateful firewall, AVC, NGIPS, AMP, URL filtering

• High–performance rackmount firewall

• 8 10/100/1000Base-T RJ45 switching ports, 4 1000Base-
F SFP switching ports, 2 x 1/10Gbps SFP+ (1150)

• Stateful firewall, AVC, NGIPS, AMP, URL filtering

Firepower 1010 Firepower 1120/40/50

650Mbps Firewall Throughput 1120-1.5Gbps Firewall Throughput
1140-2.2Gbps Firewall Throughput
1150-3 Gbps Firewall Throughput
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Firepower 4100 Series

Four new appliance models:
4112*, 4115, 4125, 4145
up to 47 Gbps Firewall throughput**

* 4112 FXOS 2.8.1, FTD 6.6 or ASA 9.14.1
** 1024B FW+AVC+IPS

• Up to 50% performance improvement over 
previous models

• Up to 44% higher TLS performance!

• Supported software releases:
• FTD 6.4+ – including multi-instance
• ASA 9.12.1+
• FXOS 2.6.1+

Enterprise and data center security with 
exceptional price/performance
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Firepower 9300 Service Modules

3 new 9300 SM models:
SM-40, SM-48, SM-56
up to 153 Gbps Firewall throughput*

*1024B FW+AVC+IPS

• Up to 80% performance boost than previous 
generation SM

• Up to 33% higher TLS performance!

• Supported software releases:
• FTD 6.4+ – including multi-instance
• ASA 9.12.1+
• FXOS 2.6.1+
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FMC Virtual 300

• Up to 300 managed devices!

• CPU: 2 x 8 cores, Memory: 64 GB, hard disk: 
2.2 TB

• Migrate easily from one FMC model to 
another

• Supported software releases:
• FTD 6.5 or higher – including multi-instance
• FMC 6.5 or higher
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• Install multiple FTD logical devices on a single module 
or appliance

• Container architecture

• Instance failure does not affect other instances

• Allows tenant management separation, independent instance 
upgrade

• Supports HA between identical instances on different physical 
devices 

• Example: 54 instances on a FPR9300 chassis with 3 x SM-56 
modules

• Improved crypto acceleration in hardware

Multi-Instance Expands Deployment Options

FTD Instance A Active FTD Instance B Standalone

Firepower 9300/4100 Service Module

Firepower 9300/4100 MIO

FTD Instance A Standby FTD Instance C Standalone

Firepower 9300/4100 Service Module

Firepower 9300/4100 MIO

Ethernet
1/1.10

Port-channel
11.11

Ethernet
1/1.10

Port-channel
11.11

HA/State
Link

NEW
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Drive high return on investment while 
maintaining high availability 

Clustering

vPC

vPC

FTD Cluster

Example: 6 node cluster created by 2 x FPR9300 fully loaded 
chassis (with SM-56) 

336 Gbps AVC
307 Gbps AVC+IPS

• Combine multiple devices to make a single scalable logical 
device

• Scale as you grow
• Scale throughput, concurrent and new connection

• Can span multiple datacenters

• N+1 resilience

• Handles asymmetric traffic seamlessly
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Multi-Site Data Center

VPC1 VPC2

Local VPC/VSS pairs at 
each site

Local VPC/VSS pairs at 
each site

Firewall Cluster
CCL is fully extended between DCs at L2 with <10ms latency

Local Data EtherChannel 
on each VPC/VSS switch 
pair

Sigle Spanned 
EtherChannel for Data 
on cluster side

CCLCCL CCLCCL

Site 1 Site 2• North-South insertion with LISP 
inspection and owner reassignment

• East-West insertion for first hop 
redundancy with VM mobility

Data VLANs are not extended for North-South insertion; filtering is required 
to avoid loops and MAC/IP conflicts for East-West
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Flexibility of Cloud or on-premises options 

Management Designed for the User

Security Integrations Common APIs

Firewall Management Center Cisco Defense Orchestrator Cisco Firewall 
Device Manager (FDM)

On premise centralized manager
SecOps focused

On-box manager
NetOps focused 

Cloud-based centralized manager 
NetOps focused 

Coexist
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Management Platforms: When to Position?
Use case Managers of choice Details

Internet edge CDO or FMC 
• Cisco Defense Orchestrator for ease of use and netops users
• FMC for advanced security analytics
• Ask your customer about their priority

Enterprise branch CDO or FMC
• FTD can connect to Cisco Defense Orchestrator directly through 

the data interface
• Low-touch onboarding

SMB / Small Business Edition CDO or FDM • FDM or Cisco Defense Orchestrator provide greater usability
• CDO is recommended for multiple firewall management

Data center Edge / Core FMC • FMC supports 4100 and 9300, clustering, TrustSec

Campus fabric FMC • FMC supports 4100 and 9300, clustering, TrustSec

Firewall running in public cloud FMC • FMC supports Firewall in AWS and Azure

IPS only FMC • FMC supports all the advanced IPS features and provides a 
separate interface from the Firewall
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On-premise, centralized management for multi-site deployments

What is Firewall Management Center (FMC)?

• Key Benefits
• Manage across many sites
• Control access and set policies
• Investigate incidents
• Prioritize response
• Available in physical and virtual options

• Features
• Multi-domain management
• Role-based access control
• High availability
• APIs and pxGrid integration
• Policy & device management
• Endpoint
• Security intelligence



FMC REST API
API Explorer

https://{FMC IP}/api/api-explorer/

https://fmcrestapisandbox.cisco.com/api/api-explorer/


FDM REST API
API Explorer



FMC REST API Examples
Health status, health policy, licenses allocated for particular firepower,…

{
"id": "f3e05e96-3880-11ea-9e48-ffc21568cd01",
"type": "Device",
"links": {

"self": "https://192.168.43.133/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/devices/devicerecords/f3e05e96-3880-11ea-9e48-ffc21568cd01"
},
"name": "ftdv66.prglab.local",
"description": "NOT SUPPORTED",
"model": "Cisco Firepower Threat Defense for VMWare",
"modelId": "A",
"modelNumber": "75",
"modelType": "Sensor",
"healthStatus": "green",
"sw_version": "6.6.0",
"healthPolicy": {

"id": "85b17b0a-387e-11ea-8cce-953bf222dbdb",
"type": "HealthPolicy",
"name": "Initial_Health_Policy 2020-01-16 16:37:44"

},
"advanced": {

"enableOGS": true
},
"hostName": "192.168.43.134",
"license_caps": [

"URLFilter",
"MALWARE",
"BASE",
"THREAT"

],
"keepLocalEvents": false,
"prohibitPacketTransfer": false,
"ftdMode": "ROUTED",
"metadata": {

"readOnly": {
"state": false

},
"inventoryData": {

"cpuCores": "1 CPU (4 cores)",
"cpuType": "CPU Xeon E5 series 2800 MHz",
"memoryInMB": "8192"

},
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-6d9ed49b625f",
"type": "Domain"

},
"isPartOfContainer": false,
"isMultiInstance": false

}
}

REST API outputs from FMC/FTD 6.6

https://{FMC IP}/api/fmc_config/v1/domain/{Domain ID}/devices/devicerecords/{Device ID}

https://192.168.43.133/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/devices/devicerecords/f3e05e96-3880-11ea-9e48-ffc21568cd01
https://192.168.43.133/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/devices/devicerecords/f3e05e96-3880-11ea-9e48-ffc21568cd01


Talos
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Talos is the threat intelligence group at Cisco. We are here to fight the good 
fight — we work to keep our customers, and users at large, safe from malicious 
actors.

What is Talos?

Engineering
and Development

Global Outreach

Community

Vulnerability 
Research and Discovery 

Detection Research

Threat Intelligence 
and Interdiction
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From Unknown to Understood
Endpoint Detection and Response

Mobile Security

Multi-factor authentication

Firewall

Intrusion Prevention

Web Security

SD Segmentation

Behavioral Analytics

Security Internet Gateway

DNS Security

Secure Email

Product
Telemetry

Data
Sharing

Vulnerability
Discovery

Threat Traps

Network

Endpoint

Cloud
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VPN

WiFi/LAN

Content GW

Firewall
IPS

Threat Management

Meraki

Secure Access

Secure Transfer

Secure Inside

Meraki

Trustsec

Encryption

0100
1110

Jiri Tesar
jitesar@cisco.com

Mar 5, 2016

TALOS

S2S VPN
DMVPN
GET VPN
Flex VPN
MacSec

SGT/SGAC
L

Switches
(Routers)

WLC

AMP
TG

WSA

SMA

ESA

FTD

AnyConnect

ASA/FTD/IOS

AMP

TG

AMP

TG

CTA

CTA

AMP

TG

AMP

TG

ASA/FTD/FM
C

SIG

AMPTG

SIG

SIG

SIG

CV

SIG

ISE

Security 
Policy Management

& Monitoring

ISE

CL

CL

CTA

DUO

DUO

SIG

Umbrella

DU
O

AMP

TG

AMP4E

StealthWatch

FTD/FMC

CTA

Tetration
AMP

TG

mailto:jitesar@cisco.com


Secure Firewall Threat 
Defense



31

Control traffic based on IP, URL, FQDN, or application

Firewall Policy Powered by Talos and OpenAppID

Security Intelligence:
Block latest malicious 
IPs, URLs and FQDNs

AVC with OpenAppID:
Identify and control over
4,000+ pre-defined apps

AVC with OpenAppID:
Easily create custom
application detectors

URL Categories:
Classify 280M+ URLs
using 80+ categories

Category-based
Policy Creation Admin

Allow Block

DNS Sinkhole

0100
0010

Security feeds
URL | IP |DNS

Allow Warn Block

Firewall
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Provides the right data, at the right time, in the right format 

Network Discovery

• Discovers applications, users, and
hosts through passive analysis of network 
traffic

• Provides context and helps determine the 
impact of attacks

• Tune IPS signature sets to devices 
discovered on the network 

• Update host profiles with 3rd party 
vulnerability management integration
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Reduce the noise/volume of events and prioritize administration

Secure IPS

Powered by Snort 3 – Best of breed, open source IPS
Firewall brings the power of context to IPS

Firewall recommendation can tune IPS.Impact of IPS events can be deduced.

Impact flag Administrator action Why

1 Act immediately, 
Vulnerable

Event Corresponds
to vulnerability
mapped to host

2 Investigate, Potentially 
Vulnerable

Relevant port open or 
protocol in use but
no vuln mapped

3 Good to know, Currently 
Not available

Relevant port not 
open or protocol not 
in use

4 Good to know,
Unknown Target

Monitored network 
but unknown host

0 Good to know,
Unknown Network Unmonitored network
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Drive impact analysis and rule recommendations

Correlate Host Profile and IPS
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Indications of Compromise (IoCs) Events

Malware EventsIPS Events Security Intelligence Events

Web app attacks
Connections to known 
CnC IPs: DNS Servers, 
Suspect URLs

Malware backdoors Malware executionsMalware detections 

Admin privilege 
escalations

Exploits kits Dropper infectionsOffice/PDF/Java 
Compromises

Web app attacks
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Hosts by Indication

Facilitate understanding and remediation to reduce impact

IoCs Facilitate Remediation

• Identifies compromised and potentially compromised systems

• Take automatic action through Cisco Rapid Threat Containment

Indications of Compromise

Impact 2 
intrus…dmin

Impact 2 
intrus…user

Impact 2 
intrus…tackImpact 1 

intrus…dmin

Impact 1 
intrus…user

Impact 1 
intrus…tack

Threat 
Detected…sfer
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Reduce the noise and connect the dots

FMC: Automate Security Response

Correlation Policy

100,000 events

Correlation EventCorrelation Rule

ActionCorrelation Rule

3 events

• Correlate Security events

• Trigger automated response
• Email
• Syslog
• SNMP
• Remediation module

• Integration with Secure Network 
Access and other Cisco/3rd party 
products
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Understand the motion and behavior of files through network and endpoint visibility.

Protect Your Network Using AMP

Breadth and Control points

Telemetry Stream

File Fingerprint and 
Metadata

Process Information

File and Network I/O

Talos and Malware Analytics 
Intelligence

Threat 
Hunting 

File 
Trajectory

Behavioral
IoCs

Retrospective 
Detection

Web Endpoints NetworkEmail DevicesIPS

Threat Visibility
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Finds encrypted threat while reducing performance impact

Integrated TLS Decryption

• TLS hardware acceleration delivers high-performance inspection of encrypted traffic 

• Centralized enforcement of TLS certificate policies
‒ Examples: Blocking self-signed encrypted traffic, specified TLS version, cypher suites

Log

TLS 
decryption engine Firewall/NGIPS Enforcement 

decisionsAVC

ilicit

gambling

https://www.%$&^*#$@#$.com

https://www.%$&^*#$@#+.com

Decrypt traffic in hardware 
or software

Inspect deciphered packets Track and log all TLS sessions

https://www.%$*#$@#+.com

https://www.%$*#$@#$.com

https://www.%$*#$@#$.com

https://www.%$*#$@#+.com

https://www.%$*#$@#+.com

https://www.%$*#$@#+.com

https://www.%$*#$@#$.com

https://www.%$*#$@#+.com

https://www.%$*#$@#$.com

https://www.%$*#$@#$.com

Encrypted Traffic
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AVC, URL, and Decryption Policy decisions on pre-1.3 TLS header

TLS Server Identity Discovery without decryption since FTD 6.7

Common and Subject Alternative Names are encrypted in TLS 1.3Cleartext, but spoofable

Fast App and URL Actions with TLS 1.3

Client Server
ClientHello, Server Name Indication (SNI)

ServerHello, ServerCertificate, ServerHelloDone

ApplicationData

TLS Session

[…]

1. TLS 1.3 ClientHello
3. If permitted without TLS decryption, pass original ClientHello and 
disengage; if permitted with TLS decryption, engage TLS Proxy and 

generate new ClientHello
FTD

2. FTD opens a sidecar TLS 1.2 connection to identify server, 
cache the result, make policy decision
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Provide ubiquitous secure access from remote and roaming users

Remote Access VPN with Secure Access by Duo

• Posture assessment

• Uses TLS, DTLS or IKEv2

• Easy wizard-based 
configuration

• Integration with LDAP and 
RADIUS

• Identity based security 
policies

• Enhanced security with 2 
FA/MFA provided by Secure 
Access (Duo) Extend access remotely Protect

important data
Maintain application
performance

Support multiple
sites

AnyConnect
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Easily and securely interconnect remote sites

Site-to-Site VPN

FTD FTD
or

FTD Router
or

FTD Third Party
Device

Hub

Point-to-Point Hub and Spoke Full Mesh

• IKEv1/IKEv2 policy-based 
VPN

• Easy topology-based 
management of VPN on 
multiple peers
• Point-to-point
• Hub and Spoke
• Full Mesh

• Flexible authentication 
options – pre-shared key 
(automatic) and certificates
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Delivers nearly 100% efficacy on blocking malicious flows and guards the 
network against threats

What is Secure Firewall Threat Defense (FTD)?

• Key Benefits
• Tenant management separation
• Scale as you grow
• Impact analysis
• Prioritize administration

• Features
• Firewall
• Intrusion Prevention
• Integrated TLS Decryption
• VPN
• Cisco Threat Intelligence Director
• Malware Continuous Analysis with Retrospection 
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ASA/FTD Release Lifecycle

9.12 / 6.4

9.13 / 6.5 

9.14 / 6.6

9.15 / 6.7

9.16 / 7.0

9.17 / 7.1

Spring 2021 Release
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FTD Features Overvies
6.7 – Snort 3.0, Health Monitoring, VTI,…

• Snort 3.0 with FDM and CDO
• AnyConnect modules (Umbrella, AMP, others) & API integrations
• DUO SAML with FMC
• Route-based VPNs (VTI)
• HTTP 2.0 & TLS 1.3 ACP visibility
• Faster deployment, upgrades and downgrades
• Unified Health Monitoring dashboard
• Unified SNMP engine
• Manual FTD configuration and upgrade rollback to previous version
• Detailed deployment transcripts for per-user changes
• Search filter for ACP comments and NAT policies
• Copy & Paste rules between ACP & Prefilter
• FTDv HA for VMware
• pxGrid 2.0 & ThreatGrid v3 support
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Snort 3.0 Architecture
• Threaded to utilize multiple cores

• 1 control thread (main)
• N packet threads per process
• Reloads faster (1 vs N)

• A single config and network map
• Uses less memory
• Supports more IPS rules and larger netmap

• Rules written in text like Snort 2
• More uniform syntax in Snort 3
• Easier to read, write, and verify
• “Snort2lua” converts 2.9 IPS rules to 3.0 format
• LuaJIT will be added later by TALOS
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Snort 3 – Changes in IPS Rule 

alert http
(     

msg:"BLACKLIST URI request for known malicious URI";    
flow:established,to_server;    
http_uri;    
regex:"/setup_b\.asp\?prj=\d&pid=.*&mac=", nocase, fast_pattern;    
sid:19626; rev:4;

)

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"BLACKLIST URI request for 
known malicious URI"; flow:established,to_server; content:"/setup_b.asp?prj="; nocase; 
http_uri; content:"&pid="; nocase; http_uri; content:"&mac="; nocase; http_uri; 
pcre:"/\/setup_b\.asp\?prj=\d\x26pid=[^\r\n]*\x26mac=/Ui"; metadata:service http; 
sid:19626; rev:2;)
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Health Monitoring - FMC

FMC Dashboard
• HA
• Event Rate
• Event Capacity
• Process Health
• CPU
• Memory
• Interface
• Disk Usage

This dashboard is available 
to both Active and Standby 
FMC



49

Health Monitoring - Devices
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Device Health Monitoring
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Device Health Monitoring
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• VPN wizard with extra option and 
new, easier layout

Route Based VPNs (VTI) – FTD 6.7
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More value than ever!

Cisco Secure Firewall 
Threat Defense 7.0 
delivers up to 30% 
throughput gains across 
AVC, IPS, & VPN for the 
majority of Secure 
Firewall platforms.*

* Final performance data will be published in Cisco Secure Firewall datasheets June 2021.

But that’s not even 
the most exciting news…
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Secure Firewall Threat Defense 7.0

Major improvements in an extra long-term release

Simplified Product  
Experience

Much better user 
experience, reduced 

operational complexity 
and cost 

Dynamic objects for 
quick changes

Attribute based policy feature 
adds dynamic network objects 

in AC policy

Change dynamic objects in 
policies quickly without 

need for deploy 
configuration

Public Cloud & 
Virtualization

Support dynamic policies for 
cloud-native policy and create 

quick instance (with 
Secure Threat Services)

Hybrid cloud support ready 
for any customer 

environment

Threat Efficacy 
Enhancement

Improved Threat Detection 
enabled via major architecture 

updates:
Snort 3 in FMC

Customers get better 
detection with less resource 

consumption. 

Troubleshoot and track 
current and historical 

event data in common UI

Scalable Eventing and 
Logging

Real time event viewer, 
scalable eventing and logging 

using on-prem SAL

Many more improvements in…
• Remote access and site-to-site VPN
• Secure-X Integration
• FMC API for orchestration and migration

• APIC FMC App Multi domain support
• PAT operations in clustering
• Multiple realm support for Identity

Business Outcomes

Unified health metrics (via 
SNMP), health dashboard in 
FMC, Change management 
(rollback, change previews, 

improved audit logs), 
Searching and Filtering etc.
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FTD Release 7.0
• Snort 3

• Dynamic Objects

• Unified Event Viewer

• AD domain cross-domain trust

• DNS reputation filtering

• SecureX integration

• ACI integration – FMC Endpoint Update 
App

• Device install and upgrade improvements
• Easier, faster, smaller
• Enhanced upgrade status and error reporting
• Easy to follow upgrade workflow
• Upgrade more devices at once

• Usability Enhancements
• Search for policies and objects

• Change Management
• Deployment preview & history
• Selective VPN deployment
• Configuration rollback

What’s new? – FMC
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What’s New – Snort 3 Overview

• Snort 3 is now supported with FMC as well as FDM

• Snort 3 Device Management
- Ability to toggle device Snort versions (Snort 2<->Snort 3) from FMC device 

management

• Upgrade / Migration Changes
- Simplified Snort 2 to Snort 3 policies migration after upgrading to release 7.0
- Support for synchronizing common Intrusion Policies between Snort 2 and 

Snort 3 versions

Solution
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Snort Engine Selection
• For existing deployments (upgrades), after upgrade to release 7.0, devices 

continue to use Snort 2 as the detection engine
• For new deployments (fresh install of FMC), new 7.x devices use Snort 3.  

Existing devices registered running 6.x remain at Snort 2

How it Works

7.0.0

7.0.0
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Snort 2 vs. Snort 3
Snort 2 Snort 3

Multi-Threaded Architecture

Capable of running multiple Snort Processes

Port Independent Protocol Inspection

IPS Accelerators / Hyperscan Support

Modularity – Easier TALOS contributions

Scalable Memory Allocation

Next Gen TALOS Rules – e.g., Regex/Rule Options/Sticky Buffers

New and Improved HTTP Inspector – e.g., HTTP/2 support

Lightweight content updates from TALOS
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• Release 7.0 device upgrades continue to use Snort 2, new deployments default to 
Snort 3

• Toggle device Snort versions from the FMC Device Management tab

• Simplified Snort 2 to Snort 3 policy migration

• Intrusion policy synchronization

• Intrusion Rule Groups including custom groups
- Rule Group security level customization

• Suppression/Threshold features are now available as rule objects

• Custom Snort 3 rules with new syntax

Release 7.0 Snort 3 Overview
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Reduce complexity of policy maintenance

Policy Management

• Centralized on premise management across 
multiple Firewall platforms

• Integrates multiple security features into a 
single access policy

• Reduces manual configuration of policy 
through inheritance and template use.
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Unified Event Viewer

True Correlation 
Clicking on the 
Intrusion Event 
highlights the 
associated 
Connection Event

1

2

Expand rows to view all details



VPN Updates

‣ Authentication and Authorization
‣ Dynamic Access Policy
‣ Custom Attributes
‣ SAML Authorization
‣ Local User
‣ Multiple Certificates

‣ Scaling and Redundancy
‣ Load Balancing
‣ VTI Enhancements

‣ Minor Improvements
‣ SSL Ciphers FDM UI
‣ PKI Enhancements
‣ VPN API
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What’s New – FMC DAP Support

• Introduction of Dynamic Access Policy in FMC for managed FTDs

• Simplified Dynamic Access Policy UI Editor 
• Configure AAA attributes
• Configure Endpoint attributes

• Unified flow for both HostScan and Dynamic Access Policy configurations

• Easy DAP policies migration from  ASA to FTD
• FDM/FTD API to upload DAP xml file previously available in 6.7 

Solution
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Configuration Dialogs Example
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What’s New – VPN Local User Authentication

• In release 7.0,
- FMC introduces the ability to configure and deploy Local Users to FTD via the 

GUI and REST API

• When a RADIUS/LDAP/AD Server used for RA VPN Authentication fails, a 
fallback to authenticate to the Corporate Network through RA VPN and fix the 
issue

• A quick way to setup RA VPN for a demo/test

• Use cases where the authentication requests cannot go outside of FTD to an 
external AAA server for reasons of securing data in transit and data at rest

• It is already supported with FDM management

Solution
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VPN Local User Authentication Overview

• Use Local User Database for VPN

• Primary Authentication

• Secondary Authentication

• Fallback for Primary Authentication

• Fallback for Secondary Authentication

• Local Users database configured as a Realm 
(like AD/LDAP implementation)

• Reuse or shared across VPN configurations on 
multiple FTDs

Corporate Netw
orkRA

 V
PN

 E
nd

po
in

ts
Local User
Database

AAA Server

FTD
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Dynamic Split Tunneling

• Static split tunneling involves defining the host and network IP addresses to include in or
exclude from the remote access VPN tunnel.

• Dynamic Split tunnel with AnyConnect was introduced to dynamically provision split
include/exclude tunneling after tunnel establishment based on the host DNS domain name.

• Dynamic Split tunneling can be provisioned using
- Dynamic Split Exclude
- Dynamic Split Include
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What’s New – SAML Authorization

• Release 7.0 introduces 
- FMC SAML authorization support for Remote Access VPN using Dynamic Access 

Policy (DAP)
- SAML authentication for Remote Access VPN users was added in release 6.7

• Support for user attributes delivered in SAML assertions within the AAA 
and DAP frameworks

• ASA 9.16 adds support for using SAML Assertion Attributes for Dynamic 
Access Policy outcomes

Solution
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What’s New – RA VPN Load Balancing

• Release 7.0 adds support for 
- Configuring and deploying two or more FTD devices in a logical group for Load 

Balancing Remote Access VPN sessions
- Share the Load Balancing configuration among multiple devices

• VPN Scalability combined with increased availability 
- Different from FTD Clustering or FTD High Availability
- FTD Standalone or High Availability pair can be added as part of the Load Balancing group
- For FTD deployed in Multi Instance mode, Instances can be bundled together to form a 

VPN Load Balancing Group

Solution
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RA VPN Load Balancing Overview 

• AnyConnect VPN session shared among devices

• Two or more devices virtually grouped to form a Load Balancing Group

• Members
- FTDs participating in Load Balancing Group
- Share the VPN connections

• Director 
- One FTD acts as a director
- Distributes the load to other members in the group
- Also participates in serving VPN sessions
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Configuration Workflow

Load Balancing configuration is 
available under Advanced Tab

**Devices should be separately added to the VPN Configuration
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What’s New - VTI

• Release 7.0 adds support for 
- IPv6 addressing on Static Virtual Tunnel Interface
- Ability to configure backup VTI interfaces natively from FMC in a single topology

- Supported in 6.7 but required two different topologies

- Increased the maximum number of VTI from 100 to 1024

• Adds support for ASA and CSM UI as well 

Solution
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Enrollment over Secure Transport (EST)

• A new enrollment type - Enrollment over Secure Transport (EST) 

• EST is the successor to the Simple Certificate Enrollment Protocol (SCEP)
- EST uses TLS for the secure message transport
- In EST, the certificate signing request (CSR) can be tied to a requestor that is 

already trusted and authenticated with TLS

• EST is described in RFC 7030

Solution



Cisco Security Analytics 
and Logging
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Analytics and Logging Architecture

NGIPS/ NGFW/ NGFWv

CSM

Cloud Data Store

AP
Is

 

AP
I

s 

ASAs/ ASAv

On Prem Data Store

Lo
gs

 

Logs 

Lo
gs

 

ASDM/ CLI FDM

APIs/ 
Webhooks 

Log Data Flow
API-level Integration
Device Management

FMCCDO

Secure Cloud 
Analytics (SCA)
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SCA Native Sources

Logs 

Future Dev 

APIs/ 
Webhooks 

Secure Network 
Analytics (SNA)
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SNA Native Sources

Cisco Firewall Fleet
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Cloud storage 90 days (default) up to 3 years, with 
viewing and download enabled within CDO

Supports all Cisco FTD & ASA devices. Direct-to-cloud 
option enabled for FMC 7.0+ managed devices

Firewall log analysis for advanced threat 
detections using Secure Cloud Analytics (SCA)

Correlation of firewall logs with internal network 
and cloud logs in SCA

SAL (SaaS) Cloud Hosted Features 

Existing CTR-SecureX customers can opt-in to SAL 
logging easily by merging with their SecureX tenant
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Reduce complexity and logging event volume

CDO: Cisco Security Analytics and Logging

Identify and enrich high 
fidelity alerts 

Enhance breach detection 
capability using best-in-class security 
analytics

Store firewall and network logs securely 
in the cloud, accessible 
and searchable from CDO

Enable smarter response and 
reduce investigation times
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FTD (including data plane logs) and ASA logging in 
a scalable data store hosted on-premises

Logging wizard in FMC 7.0+ simplifies on-premises 
and cloud logging configuration

FMC 7.0+ logging and analytics scale drastically 
extended by a significant 300X magnitude via remote 
query of SAL/ SNA 7.3.2+

Context pivot to SAL’s event viewer in Secure 
Network Analytics (SNA) for enhanced context

SAL On-Premise Features
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FMC Integration with Cisco Security Analytics and 
Logging (On-Prem )

Easy button for setup 

• Setup FMC analytics cross launch links to the Secure 
Analytics console

• Setup remote query credentials from Secure Analytics 
datastore

Longer Event Retention and increased scale

• External Storage through Cisco Security Analytics and 
Logging On-Prem 

• Auto select event source or manually specify 
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FMC Integration with Cisco Security Analytics
and Logging (SAL On Premise) – Easy Wizard

Easy button for setup 

• Setup FMC analytics cross 
launch links to the Secure 
Analytics console

• Setup remote query 
credentials from Secure 
Analytics datastore
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3 license tiers (nested)

Security Analytics and Logging Licenses

Logging and 
Troubleshooting* 

Logging Analytics and 
Detection

Total Network Analytics and 
Detection

Firewall log data analysis using the 
behavior-based threat detections of Secure 
Cloud Analytics (SaaS)

Consolidated analysis run on combined 
dataset of firewall, internal and public 
cloud logs for comprehensive threat 
detection

Scalable FTD and ASA event logging both 
in the cloud and on-premises, with API 
integration with Manager; CDO for 
cloud, and FMC for on premises stores

*Security Analytics and Logging (On Premises) is currently only available with Logging and Troubleshooting License, which includes remote query by the FMC



Integrations
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Visibility and analytics beyond network discovery

FMC Integrations

• Close integration of FMC with Secure 
Endpoint

• Standards based threat indicators 
(STIX/TAXII)

• Cisco Threat Intelligence Director (CTID)

• Drive down TTR with broad detection and 
collation 

• SecureX threat response (CTR)

• Leverage other Cisco and 3rd party product 
to extend visibility

• FMC external Cisco lookups

• Leverage SIEMs with Unified Events



https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html

Identity 
Awareness 
and Control 
& 
ISE





Control Traffic Based on User Awareness
• Use Active Directory users and groups in 

policy configuration

• Use Cisco Identity Services Engine to provide 
identity

• TrustSec Security Group Tag (SGT)

• Device type (endpoint profiles) 
and location

• Identity Mapping Propagation & device level 
filtering

• Examples

• Block HR users from using personal iPads

• Create rules for quarantined iPhones



Transparent policy-based security for both physical and virtual environments

Application-Centric Infrastructure

• Link security to software 
defined networking

• Create identity-based policy with Application 
Policy Infrastructure Controller (APIC)

• Segment physical and virtual endpoints based 
on group policies with detailed and flexible 
segmentation

• Release 7.0 – FMC Endpoint Update app 1.2 
adds multi-site / multi-domain support
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Support of open integration

Cisco Threat Intelligence Director (CTID)

• Extend Talos Security Intelligence with 3rd party cyber threat intelligence

• Parse and operationalize simple and complex threat indicators 

FTDCisco Threat
Intelligence Director

FMC ingests third-party
cyber threat intelligence (CTI)

FMC publishes
observables
to FTD

MonitorBlock

FMC detects incidents FTD reports observables
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Tight integration and pivoting to accelerate threat hunting

Contextual cross-launch

• Pivot directly to Cisco 
Architecture

• Pivot 3rd party tools

• Reduce time to analyze 
IoCs to drive down TTR

• Reduce complexity of 
integration

Right-click on an IP address1

Select Talos IP lookup2
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Eagerly awaiting this! Integration across our multicloud controls 
will help drive better security in our distributed environment.                                                              

-- Global payments and fleet management enterprise

Secure 
Workload 
(Tetration)

Microsegmentation
rules

Secure FirewallZone-based
segmentation rules

Firewall 
Policies

Seamless Integration
Unified segmentation policy across 
Secure Firewall & Secure Workload

Dynamic Policies
Policy updated dynamically based on 
application communications information

Expanding to Cloud Providers
This  fall, extending recommendation functionality 
to AWS and Azure security groups

“ “
Dynamic Policy Across Multicloud Environments
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FMC Configuration:  Prior-7.0 release
• AC Policy Rule has an SGT/ISE Attributes tab
• Selectors refer to “Metadata”
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FMC Configuration: Post-7.0 release

• AC Policy Rule has a Dynamic Attributes tab

• SGT, Device Type, Location IP, and Dynamic Objects can be selected from Available 
Attributes.  Selectors refer to Attributes.
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Cisco Secure Dynamic Attribute Connector

Problem: In a dynamic and multicloud world, 
admins struggle to keep up with ever changing 
object IPs as workloads are spun up, down and 
change.

Solution: Cisco provides a programmatic way to 
create, deploy and maintain dynamic objects. 
Enable for VMware, AWS, and Azure tags too.

Benefits: Dramatically reduces the admin 
overhead to keep security policies up to date, 
provides on demand updates without a deploy, 
and gains the confident control of cloud 
services and other dynamic environments.
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Cisco Secure Dynamic Attributes Connector (CSDAC)

Azure

Finance
App

HR
App

AWS

IT
App

HR
App

vCenter Private Cloud

HR
DB

FMC

{REST}

Azure 
Connector

AWS 
Connector

vCenter 
Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-
Servers

172.16.0.1
172.16.0.3

Windows-
Servers

10.0.1.11
10.0.1.14
10.0.1.20

Powered-On 10.0.1.14

FMC
(Consumer)

Dynamic Attributes FiltersAdapters

Name Connector Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘SplunkVM’)

CSDAC
Benefits:
• Sensors immediately see 

dynamic object changes
• Change without policy deploy
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Managed 
Firewall

FMC

10.0.0.4

Workload A

Dynamic Object Content:

Workload_A:
10.0.0.4

----------------
Host ::ffff:10.0.0.4
----------------
ABP values:  1

-------------------
ABP NAME-TO-ID MAPPING:
-------------------
Workload_A 1

----------------
Host ::ffff:10.0.0.5
----------------
ABP values:  1

Custom 
Script or CSDAC

REST API 
(Add 10.0.0.5 to Workload_A) Dynamic Update

10.0.0.5

10.0.0.5

Solution: Dynamic Objects
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Managed 
Firewall

FMCCustom 
Script

REST API 

(Add 172.16.8.202 to Workload_B)

Dynamic Object Content:

Workload_A: 192.168.1.10

Workload_B:
172.16.8.201
172.16.8.202

Update Identity Table
(No Policy Deploy!)

Identity Firewall – Dynamic Attributes

SNORT Identity DB: 

Host Entry: 1
----------------------
192.168.1.10  ABP: Workload_A

Host Entry 2:
----------------------
172.16.8.201  ABP: Workload_B

Host Entry 3:
----------------------
172.16.8.202  ABP: Workload_B



Flow inference beats Deep Packet Inspection (DPI)

SaaS

Tetration
AnyConnect

AMP4E

Umbrella CloudLock

TCP inside:192.168.1.11/54397 outside:203.0.113.100/443 
TCP inside:192.168.2.110/34624 DC:172.16.45.200/443 

Client context discovery via passive fingerprinting and 
endpoint module cooperation

Server/workload attribute discovery via host 
agents and orchestrator API

New Reality for Network Firewalls
• Most network traffic is encrypted over TLS
• Mobile app and SaaS flows are undecryptable
• TLS decryption has a steep performance penalty
• Most flow context must be obtained without DPI Mapping network flows to specific user actions 

via CASB and native SaaS API.



TLS ClientHello

TLS ClientHello

App Fingerprinting

TCP/TLS 192.168.2.110/34624->172.16.45.200/443 

TCP/TLS 192.168.2.110/21013->203.0.113.154/443 

Generate unique fingerprints for client 
applications based on TLS, TCP, HTTP, and 

DHCP fields and use for policy matching and 
context enrichment.

Confidence: 99.94%
Process: firefox.exe
Version: 76.0.1
Category: browser
OS: Windows 10 19041.329
Typical FQDN: cisco.com

Confidence: 100%
Process: tor.exe
Version: 9.0.2
Category: anonymizer
OS: Windows 10 19041.329
Typical FQDN: nsksdlkoup.me



Flow Context Enrichment via Client Endpoint

AnyConnect
Network Visibility Module

AMP Cloud
Orbital

AMP4E

192.168.2.110
TCP/TLS 192.168.2.110/34624->203.0.113.142/443 

Unique Endpoint ID
Geo Coordinates
Logged User: CISCO\John
OS Version: Windows 10.10
System Manufacturer: Dell
Process User: JOHNPC\system
Process: firefox.exe [Unique Hash]
Parent Process: malware.exe [Unique Hash]
Target FQDN: botnet-cc.dyndns.me

IPFIX

Apply additional flow context to policy 
decision, highlight anomalies, block 

explicit matches to blocklist (e.g. known 
malicious processes).

Request additional host information (e.g. DNS 
cache or presence of certain files), 

quarantine/remove known malware.



SecureX
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SecureX
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SecureX
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SecureX
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SecureX
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SecureX
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SecureX
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SecureX
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SecureX
Orchestration



Fall 2020
6.7 / 9.15.1 

Spring 2021
7.0 / 9.16.1 

Ease of Use and 
Deployment

• Remote Deployment via CLI (bootstrap)🔥
• Change Management for FMC (config rollback - 10 versions, audit log 

enhancements, syslog to multiple destinations)🔥
• FMC Usability improvements (copy/move rules)
• Upgrade Improvements (rollback of major versions, better error 

reporting)🔥
• Deployment Time Optimizations for standalone & HA
• Device Health Monitoring🔥
• Multi-instance backup & restore

• Policy & Event troubleshooting improvements & unified live 
event view (FMC)

• Scalable eventing & logging (SWATCH integration)
• Device install & upgrades optimization (25% rule)
• Dynamic Objects capability
• Flow-offload support for multi-instance
• CDO as manager of FMCs
• No Snort 3 restarts on VDB updates

World-Class Security 
Controls

• Improved Identity Firewall scale (filtering via CLI)🔥
• FMC UI responsivness improved by 35%
• RA VPN feature parity with ASA phase 1
• Static VTI – S2S Cloud VPN connectivity
• Further PAT improvements for clustering🔥
• Snort 3 use by CDO & FDM
• FMC – SSO with SAML support
• HTTP/2 support & threat efficacy improvements
• pxGrid 2.0 integration

• RA VPN feature parity with ASA phase 2 (SAML 
authorization🔥, DAP policy editor🔥, AC custom attributes, AC 
customization, load balancing)

• Static VTI – DHCP relay over VTI, OSPF and IPv6
• Snort 3 for FMC
• Further threat efficiacy improvements & default config updates
• Global search in FMC

Unified Policy and 
Threat Visibility

• FTD support edge/branch <1000 users*:
• IPS custom policies
• Notifications
• Basic health dashboard
• FTD Low-touch onboarding in CDO (1000, 2100)

• Cloud management for MSPs (Cross tenant management, RBAC)
• Meraki Layer 7 support in CDO integration

• FTD support for Enterprises <1000 users*
• API enhancements and resilience/scalability

• Cross-domain group controls
• Duo integration (with SAML)
• SNMPv3 for FTD
• Live event view streaming

Deploy Everywhere

• Autoscale for ASAv, Autoscale for FTDv in Azure & AWS
• Google Cloud, Oracle Cloud, Amazon Accelerated Networking
• FMCv HA for VMware hypervisor
• Massive enhancements in FMC, FDM and FTD API
• FXOS-FTD link-state sync

• SecureX integration & ACI integration pack
• FTDv and ASAv for OpenStack
• SD—WAN on FTD integration

Bring Customers to 
Next Era

• URL/AppID support for TLS 1.3
• ThreatGrid API v3

• Umbrella SIG integration (automatic tunnels)
• Web Application Firewall



Fall 2020
6.7 / 9.15.1 

Spring 2021
7.0 / 9.16.1 

RA VPN
(IPsec/
SSL/TLS)

• LDAP Authorization for RA using LDAP 
attribute map

• API Support for AnyConnect modules 
(enable/disable) and Configs

• PKI enhancements: Certificate 
Revocation Support 

• DAP/Hostscan API 
• FMC support for LDAP Authorization for 

RA using LDAP attribute map
• FMC - Support for Anyconnect modules 

(enable/disable) and Configs
• FMC SAML 2.0 VPN-RA Authentication
• FMC PKI Management Enhancements 

(cert chain support - at least 3 level of 
depth in the chain)

• FTD - API Enabling back DAP/Hostscan 
Minimalistic API 

• Dynamic Access Policy Editor, 
includes Hostscan Config Editor

• FMC SAML 2.0 VPN-RA Authorization
• Support for AnyConnect custom 

attributes
• Support for AnyConnect 

Customization
• Load Balancing
• Cert Mgt/PKI Enhancements
• Monitoring Dashboard (FDM)
• AnyConnect Profile attributes/Editor 

support
• Local Authentication
• SGT Assignment

S2S VPN
• Static & Dynamic VTI – S2S Cloud VPN 

connectivity

• DHCP relay on VTI
• S2S VPN monitoring improvements
• Support for:

• IPv6
• EIGRP
• OSPF 
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Silver Bullets
DC Technology: 

• Clustering (geo-clustering)
• ACI integration
• Virtual contexts
• IPS/IDS/FW flexibility

Identity, Device, Health,…
• Integration with ISE, AMP, Vulnerability Scanners,…

Automation
• Correlation, Indication of compromise
• Learning => Recommendation, Events Filtering
• Remediation
• SecureX
• API

Talos
• IPS
• Security Intelligence
• AMP

VPN
• Easy to install, also with virtual
• DUO MFA

Encrypted traffic
• Integration with other platforms: AnyConnect, AMP, Stealthwatch, Tetration



Děkuji za pozornost




