
Jaromír Pilař, Technical Solution Architect, CCIE #2910
Dominik Soukup, Technical Solution Specialist
29.3.2022

Způsoby nasazení při budování podnikové sítě

Cisco Catalyst 9000



• Catalyst 9000 - kompletní řada pro budování podnikových sítí

• Přepínané sítě

• Možnosti návrhu

• Tradiční vícevrstvý model

• Síťový fabric

• Bezdrátové sítě

• Diskuze, otázky a odpovědi

Agenda
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Cisco Catalyst Access Network 
Best Access Experience for IT and IoT

Automation Security Analytics
Built for intent-based 
networking

Fully Integrated End to End

Access SwitchesAccess Points Distribution/Core Wireless Controller

9200/9300/9400

Catalyst Catalyst
9500/9600 Series

Catalyst
9800 Series

Catalyst
9100 Series

Most comprehensive mGig 
portfolio

Wi-Fi 6

Campus Optimized 
25G/40G/100G

Industry’s only modular WLC 
with 40G/100G uplinks

Wi-Fi 6, 802.3bt

48P 5G + 25G/40G uplinks

Wi-Fi 6

Wi-Fi 6

Wi-Fi 6



© 2020  Cisco and/or its affiliates. All rights reserved.

Catalyst Switching - Fully Refreshed Portfolio

Catalyst 
9000

Switching 
Platform

Cisco Catalyst 
9400 Series

Cisco Catalyst 
9300 Series

Cisco Catalyst
3650/3850

Cisco Catalyst
4500E Series

Cisco Catalyst 
3850F/4500-X

Cisco Catalyst 
6840-X/6880-X

Cisco Catalyst
2960-X/XR

Cisco Catalyst 9200 
Series

Cisco Catalyst 
9500 Series

Cisco Catalyst 
6500-E/6807-XL

Cisco Catalyst 
9600 Series

Access switching Core switching 

Common UADP ASIC, IOS-XE operating system and licensing
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Catalyst Wireless - Fully Refreshed Portfolio
Catalyst 9000

Wireless Platform

Cisco Catalyst 
9130

Cisco Catalyst 
9120

Cisco Aironet
2800 Series

Cisco Aironet 
3800/4800 Series

Cisco AireOS WLC / 
Mobility Express Cisco AireOS WLC

Cisco Catalyst
9115

Cisco Catalyst 
9800 Series

Cisco AireOS Virtual 
WLC

Cisco Catalyst 
9800 Virtual

Access Points Wireless LAN Controllers

Common IOS-XE operating system and licensing

Cisco Catalyst
9105

Cisco Aironet 
1800 Series

Cisco Catalyst 
9100 Series

vWLC

Cisco Catalyst 
9124

Cisco Aironet 
1500 Series



Ethernet Roadmap
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Figure 1: The 2015 Ethernet Roadmap – A higher-resolution version is available online 

at www.ethernetalliance.org/roadmap/ 

Evolution of New speeds:

25Gb/s, 50Gb/s, 200Gb/s, 400Gb/s

2.5Gb/s & 5Gb/s for wireless

Development and deployment at 
points all along the Ethernet value 
chain have exploded!!

6 Ethernet speeds in 5 years, same 
amount as the previous 40 years 
provided !!
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Wi-FI Evolution

1999
2003

2004

2009

2013

2019

11B
11G

11A/G

11N

11AC

11AX

High Efficiency

4x Capacity

IoT Scale

• Cellular like Determinism for 
high quality services

• Higher power efficiency to 
accelerate IoT adoption

• Extended outdoor range

• Better app. performance in 
high density deployments

• 20 years of constant evolution with faster speeds and density

• Shared spectrum in two bands 2.4 GHz and 5 GHz

Wi-Fi 1
Wi-Fi 2

Wi-Fi 3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6

7

11AX

Wi-Fi 6E

2021

New 6 GHz 
Band

• Multi-lane 
expressway for 
Wi-Fi

• More 
bandwidth

Date Rate: 600 Mbps (max)
40 MHz Channel Bonding
4x4 MIMO
64 QAM

Date Rate: 7 Gbps (max)
80, 160 MHz Channel Bonding
4 DL MU-MIMO 
256 QAM

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel Bonding
OFDMA, UL, DL MU-MIMO
1024 QAM
TWT

Date Rate: 54 Mbps (max)
20 MHz Channels
64 QAM
5 GHz BandDate Rate: 54 Mbps (max)

20 MHz Channels
64 QAM
2.4  GHz Band

Date Rate: 11 Mbps (max)
20 MHz
QPSK
2.4  GHz Band



Využití přepínačů Catalyst 9000
v síťových řešeních



One platform. Any place. Any speed (10M to 400G)

Cisco Catalyst 9000  – flexibilita nasazení

Klasický vícevrstevný model Layer 3 Core, MPLS, VPLS,... Fabric:  SDA, BGP-EVPN

MPLS

Site 1

Site 2

Site 3

CE

CE

PE PE CE

Customer-managed MPLS backbone

VRFs

2
5

G
/4

0
G

/1
00

G
1

G
/2

.5
G

/5
G

Core

Distribution

Access

Distribution DistributionCore

Fabric

Cisco řešení “na klíč”
• SD-Access
• Cisco DNA Assurance
• Cisco DNA Service for Bonjour
• Cisco DNA Application Visibility Service
• Encrypted Traffic Analytics 

Do-It-Yourself (DIY) řešení
• BGP-EVPN
• MPLS/VPLS
• Tradiční 2/3-vrstvé topologie
• Programabilita – YANG modely s Netconf, Restconf, gNMI 

API

9



Klasický vícevrstvý model
Přístupová vrstva



• Připojení zařízení do sítě
• Fyzické připojení (10/100/1000, mGig)

• Napájení (PoE)

• Autentizace uživatele a jeho autorizace k přístupu (dACL, SGT/SGACL)

• Automatická detekce připojených zařízení, profiling, voice VLAN, ...

• Monitoring provozu
• Full Flexible Netflow

• NBAR/AVC

• ThousandEyes

• Bezpečnostní funkce
• Encrypted Traffic Analytics

• First Hop Security (port security, DHCP snooping, DAI, IPSG, ..)

• Trustworthy technologie (relevantní pro všechny vrstvy sítě)

• MACsec (relevantní pro všechny vrstvy sítě)

Hlavní role přístupové vrstvy



Healthcare Education Finance Manufacturing Retail Hospitality

Důvody pro MultiGigabit v podnikové sítí

Machine Vision Cameras,                     

Professional Surveillance

Digital Imaging

Server in a Branch

11ac Wave2 APs

11ax WiFi6/6E APs

Uplinks for Access 

Extension

9100 APs

C3560-CX
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Vývoj PoE

15W
PoE

30W
PoE+

2003

2009

2011
2018

60W
UPOE©

90W
UPOE+

VOIP Phones

802.1AC Access Points

UPoE Powered 
Compact switches

Network 
Powered Light

USB-C Dongle Touchscreen 
PCs

HVAC VAV’s

People
counting
sensors

Biometric
Door Locks

POE Displays

Badge
Readers

UHD IP Cameras

Rostoucí ecosystem

Environmental
Sensor Hubs

CBRS 
Private LTE

UPOE Powered Compact 
Switches

Nurse call 
systems

IT IoT

IEEE standardization expands the PoE ecosystem 

• IEEE 802.3bt complements Cisco UPOE© by adding 4 new classes of devices

• Safety measures ensure up to 90W of power is safely delivered

UPOE+ Standardizace



Cisco innovations in Power over Ethernet (PoE) deliver a 
robust low-voltage infrastructure

Perpetual PoE* 

• Uninterrupted PoE 
power during control 
plane reboot

2-event 
classification

• Fast power negotiation 
without Link Layer 
Discovery Protocol (LLDP)

• Physical layer negotiation < 
1s

Fast PoE* 

• Bypasses Cisco IOS® 
control plane boot 

• Restores power to PD 
within 30 seconds of 
power resumption

* Support for Perpetual and Fast PoE with StackPower is on roadmap (C9300 SKUs only)



Identity Based Networking Services 2.0

Critical 
ACL

Critical 
MAB

Concurrent
Authentication Differentiated

Authentication

IPv6
Identity

Template 
based
NEAT

Enhanced
CoA

Intelligent
Aging

Common
Session-ID

IPv6
WebAuth

AuthZ
templates

LAN

Authenticator
RADIUS

Server

MAB

RADIUS

Authentication

Manager

Authentication

Manager

8
0

2
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X VLAN

dACL

SGT M
A

B

VLAN

dACL

SGT

W
e
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A
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th dACL

SGT

Access Session

Manager

8
0

2
.1

X V
L

A
N

IBNS 2.0 - vlastnosti

Modulární konfigurace

Class-maps Parameter
Map

Service
Templates

Policy-map (Identity Control Policy)

Interface Template(s)
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Varianty bezpečnostní politiky

Zaměstnanci
HostéIoT

zařízení

Produkční 
serveryIoT servery

Význam položek je skrytý, mnoho řádků, závisí na 

adresaci, může vyžadovat časté změny, typicky je 

vynucováno pouze mezi VLANy/subnety (typicky v 

distribučních přepínačích nebo firewallech)

Jasná vazba na organizační strukturu, přehledná matice pravidel, pravidla 

nemusí být vůbec navázaná na adresní schéma, jsou implicitně vynucována 

jak mezi VLANy/subnety, tak uvnitř VLANů/subnetů (t.j. i v přístupových 

přepínačích)

Tradiční přístup Přístup založený na skupinových značkách
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• Configuring FNF involves 4 major steps: 

Full NetFlow Configuration on Catalyst 9000

Flow Record

• What data do I 
want to meter?

Flow 
Exporter

• Where do I want 
to send the flow 
data? 

Flow 
Monitor

• How do I want 
to cache the 
information?

Application

• Which 
interface/VLAN 
to monitor?



NBAR2PP Signatures

Advanced 
Classification 
Techniques

Native IPv4/ IPv6 
Classification

Advanced Field 
Extraction

Custom Signature 
Builder

▪ Optimize the Application experience in the 
network 

▪ Hitless Protocol Pack update allows adding 
more applications.

▪ Supported devices :

▪ from 16.6(3): Catalyst 9300

▪ from 16.9.1: Catalyst 9400

▪ from 16.11.1: Catalyst 9200

Recognizes
~1500 Apps 
~140 Encrypted Apps

Network Based Application Recognition 2 (NBAR2)

http://images.google.fr/imgres?imgurl=http://www.clikphoto.com/2003/Customers/images/Siebel.Logo.JPG&imgrefurl=http://www.clikphoto.com/2003/Customers/links.html&usg=__dY-YhzjlqXwgaBUa3GI7LkIC8nE=&h=137&w=363&sz=4&hl=fr&start=1&sig2=jRZ_dNmSZXrDAJLEkmINsA&um=1&tbnid=q54bb4J2TD1_uM:&tbnh=46&tbnw=121&prev=/images?q=siebel+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=CeHBSv6xGdi7jAfDrYHfBQ
http://images.google.fr/imgres?imgurl=http://4.bp.blogspot.com/_UZImdYAiry8/Sb9qYmN0llI/AAAAAAAAPtc/a_qXEx69CB0/s400/oracle_logo.jpg&imgrefurl=http://vectorlogo.blogspot.com/2009/03/oracle-logo-eps.html&usg=__TTg6bQ4L8aDCa2kKWUD3Q4YWewM=&h=161&w=400&sz=7&hl=fr&start=3&sig2=xj4d94noyf1kS0Adw6tzJA&um=1&tbnid=LLEUA6II6jNxiM:&tbnh=50&tbnw=124&prev=/images?q=oracle+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=FeHBSvDVKsjKjAeGsfDoBQ
http://images.google.fr/imgres?imgurl=http://elbconsultingllc.com/images/SAP-Logo.jpg&imgrefurl=http://elbconsultingllc.com/index.html&usg=__ttrD8hVR0ZecJBAgUc1jjcxqsZQ=&h=551&w=945&sz=36&hl=fr&start=1&sig2=eDSzYadbfwaGzGedWvK1-g&um=1&tbnid=9f5hdQ6CnNYH3M:&tbnh=86&tbnw=148&prev=/images?q=sap+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=reDBSv2WCZa7jAfWrvXgBQ
http://images.google.fr/imgres?imgurl=http://www.nowhereelse.fr/wp-content/docs/youtube-logo5.jpg&imgrefurl=http://www.nowhereelse.fr/youtube-live-video-streaming-12525/&usg=__MyBsEJIR3joE8gm-rBq5Wel1qGA=&h=428&w=570&sz=33&hl=fr&start=1&sig2=z2krQGjzyqJMHPDfVwLLvg&um=1&tbnid=RKDnixEb39ds5M:&tbnh=101&tbnw=134&prev=/images?q=video+streaming+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=0czJSp79EcSD4QaBkoTHAQ
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Cisco Catalyst 9200 Series

Security

Application
experience

Resiliency

48 ports Full POE+/Data, 1G/10G Uplink

48 ports Full POE+, 12xmGig, 10G Uplink

48 ports Full POE+, 8xmGig, 25G Uplink

24 ports Full POE+/Data, 1G/10G Uplink

24 ports Full POE+, 8xmGig, 10G Uplink

24 ports Full POE+, 8xmGig, 25G Uplink

48 ports Full POE+/Data
48 port Full POE+ with 32 VN**

Catalyst 9200L
Fixed uplinks, limited scalability

4x 1G
600W

4x 10G 2x 40G

Modular
fans

Higher Efficiency AC FRU Power Supplies Modular uplinks

1000W

FRU Fan FRU PSU

2x 25G

FRU Uplinks*

125W

24 ports Full POE+/Data
24 ports Full PoE+ with 32 VN**

24 ports Full POE+, 8xmGig

48 ports Full POE+, 8xmGig

Platinum
Rated

Platinum
Rated

Silver
Rated

*C9200 1G skus support 1/10G uplinks while C9200 mGig will support 10/25/40G uplinks
**C9200 32 VN skus only support 1/10G uplinks and these skus cannot be stacked with other C9200 skus

Catalyst 9200
Modular uplinks



2020

Cisco Catalyst 9300L Series
Fixed Uplink Models

Fixed Uplinks ( C9300L Models )

48/24 ports PoE+

48/24 ports Data

UPOE & mGIG models1G & PoE+

* DC PS is Gold-Rated

Optional StackWise-320 Kit Platinum-rated power supplies

315W AC 715W AC/DC 1100W AC 1900W AC50CM-1M-3M

Common
components

Modular Fans

Stack Adapters

C9300L-48UXG-2Q

C9300L-48UXG-4X

C9300L-24UXG-2Q

C9300L-24UXG-4X

Fixed 1G or 10G
uplinks

Fixed 1G or 10G 
uplinks

Fixed 40G 
uplinks

Fixed 10G 
uplinks

36 x 1 G Ports 12 x 100/1/2.5/5/10G UPOE Ports

16 x 1 G Ports 8 x 100/1/2.5/5/10G UPOE Ports

16 x 1 G Ports 8 x 100/1/2.5/5/10G UPOE Ports

36 x 1 G Ports 12 x 100/1/2.5/5/10G UPOE Ports
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Cisco Catalyst 9300 Series

48/24 ports UPOE 1G

48/24 ports PoE+ 1G

48/24 ports Data 1G

1G Copper ports with PoE/UPOE/UPOE+

Multigigabit Models with UPOE

48/24 ports UPOE+ 1G

2-4x 
Scale/Buffer

48/24 ports SFP 1G

1G Fiber Models

C9300 Only Modular Uplinks

C9300 SKUs with Modular Uplinks

48/24 ports UPOE 1G – 9300B

48/24 ports mGig

High Density Multigigabit Models with UPOE+

C9300X SKUs with Modular Uplinks

1/10/25G Fiber Models

C9300X Only Modular Uplinks

2x 40/100G 8x mGig8x 10/25G4x 40/100G

StackWise and StackPower Cables Platinum rated power supplies

315W AC 715W AC/DC 1100W AC 1900WAC50CM-1M-3M 30CM-150CM

Modular Fans
4x Multigigabit 4x 1G SFP 8x 1/10G SFP/SFP+ 2x 1/10/25 G SFP/SFP+ 2x 40G QSFP

Common
Components
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Cisco Catalyst 9400X

Maximum Investment ProtectionUnmatched Flexibility 100G Leadership in Access 

Same Series, Chassis options – New SUPs and Line cards

* Hardware Capable, Software Support not committed

Sup-1/1XL

Up to 240G
bandwidth

Forwarding + ACL Scale
Up to 96K MACs
Up to 64K Routes

Up to 32 MB 
(2 x 16MB) packet 

buffer

UADP 2.0XL

Sup-2/2XL

UADP 3.0sec

Up to 1.6T
Bandwidth

Increased
Forwarding + ACL Scale

Up to 128K MACs*

Up to 256K Routes*

Up to 36 MB 
Unified packet 

buffer

Up to 100G
Encryption                

IPSec*, WAN-MACsec*

1/2.5/5/10/25/40G
Supports Different Speeds

1/2.5/5/10/25/40/100G
Supports Different Speeds

Customizable
Templates for 
higher Scale*

480Gbps/Slot with Sup-2XL
240Gbps/Slot with Sup-2

240/120/80Gbps/Slot with Sup-1XL (4/7/10 Slot 
Chassis)

80Gbps/Slot with Sup-1 (All Chassis)



Klasický vícevrstvý model
Agregační vrstva



• Připojení přepínačů přístupové vrstvy do sítě
• Fyzické připojení (GE, 10GE, 25GE, 40GE, 100GE)

• Agregace několika fyzických spojů do jednoho logického

• Typicky hranice mezi L2 a L3 (routing, sumarizace, redundance prvního hopu - HSRP, VRRP)

• Podpora škálovatelnosti tvorbou agregačních bloků

• Vysoká dostupnost
• Snaha o minimalizaci nasazení Spanning Tree Protokolu

• StackWise (HW stacking) - maximální délka kabelu až 3 metry

• StackWise Virtual - obdoba VSS

• ISSU

• Bezpečnostní funkce
• Filtrace (Access Control List)

• Trustworthy technologie (relevantní pro všechny vrstvy sítě)

• MACsec (relevantní pro všechny vrstvy sítě)

Hlavní role agregační vrstvy
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1T

StackWise 480/1T 

One Logical Switch8 Individual Switches

Pouze C9300X

Switch#sh switch stack-bandwidth

Stack       Current     

Switch#   Role     Bandwidth   State       

--------------------------------------

*1       Active    1000G Ready           

2       Standby   1000G Ready           

3       Member    1000G Ready        

480G

M

M

M

M

M

M

S

A

M

M

M

M

M

M

S

A

C9300 a C9300X
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StackWise Virtual

Catalyst 9500 Series

Catalyst 9600 SeriesCatalyst 9400 Series

SVL

DAD
Active Standby

PLATFORM

9404

9407

9410

SUPERVISORS

Sup1

Sup1XL

Sup1XL-Y

PLATFORM

9500-12Q

9500-24Q

9500-40X

9500-16X

UPLINK MODULE

NM-10X

NM-2Q

PLATFORM

9500-24Y4C

9500-48Y4C

9500-32QC

9500-32C

PLATFORM

Supervisor1

9600-LC-48TX

9600-LC-24C

9600-LC-48YL

SOFTWARE

Unicast Local Forwarding

Separate Queuing for Control 

Graceful Auto Recovery

Breakout Support

In-Service Software Upgrade

BUM Local Forwarding

Quad-Sup RPR (C9600)
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Cisco Catalyst 9300 Series

48/24 ports SFP 1G

1G Fiber Models

C9300 Only Modular Uplinks

C9300 SKUs with Modular Uplinks C9300X SKUs with Modular Uplinks

1/10/25G Fiber Models

C9300X Only Modular Uplinks

2x 40/100G 8x mGig8x 10/25G4x 40/100G

StackWise and StackPower Cables Platinum rated power supplies

315W AC 715W AC/DC 1100W AC 1900WAC50CM-1M-3M 30CM-150CM

Modular Fans
4x Multigigabit 4x 1G SFP 8x 1/10G SFP/SFP+ 2x 1/10/25 G SFP/SFP+ 2x 40G QSFP

Common
Components
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Cisco Catalyst 9400X

Maximum Investment ProtectionUnmatched Flexibility 100G Leadership in Access 

Same Series, Chassis options – New SUPs and Line cards

* Hardware Capable, Software Support not committed

Sup-1/1XL

Up to 240G
bandwidth

Forwarding + ACL Scale
Up to 96K MACs
Up to 64K Routes

Up to 32 MB 
(2 x 16MB) packet 

buffer

UADP 2.0XL

Sup-2/2XL

UADP 3.0sec

Up to 1.6T
Bandwidth

Increased
Forwarding + ACL Scale

Up to 128K MACs*

Up to 256K Routes*

Up to 36 MB 
Unified packet 

buffer

Up to 100G
Encryption                

IPSec*, WAN-MACsec*

1/2.5/5/10/25/40G
Supports Different Speeds

1/2.5/5/10/25/40/100G
Supports Different Speeds

Customizable
Templates for 
higher Scale*

480Gbps/Slot with Sup-2XL
240Gbps/Slot with Sup-2

240/120/80Gbps/Slot with Sup-1XL (4/7/10 Slot 
Chassis)

80Gbps/Slot with Sup-1 (All Chassis)
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Catalyst 9500 High Performance Series

Catalyst 9500H (UADP 
3.0)

C9500-32C / C9500-32QC

C9500-48Y4C / C9500-24Y4C

Total Capacity

3.2 Tbps
32 x 100G or 

48 x 25G + 4 x 100G



© 2021 Cisco and/or its affiliates. All rights reserved

Catalyst 9600 Series

Supervisor 1

Total Capacity

4.8 Tbps
Slot B/W

1.2 Tbps

Gen1
1.2T /slot

Gen1
1.2T /slot

UADP 3.0



Klasický vícevrstvý model
Páteřní vrstva



• Propojení agregačních bloků
• Fyzické připojení (10GE, 25GE, 40GE, 100GE, 400GE)

• Typicky pouze L3 (routing, vysoký výkon)

• U menších sítí může roli převzít agregační vrstva

• Vysoká škálovatelnost a stabilita
• Existence páteřní vrstvy usnadňuje růst sítě v budoucnosti

• Typicky málo funkcí, důraz na stabilitu

• Bezpečnostní funkce
• Trustworthy technologie (relevantní pro všechny vrstvy sítě)

• MACsec (relevantní pro všechny vrstvy sítě)

Hlavní role páteřní vrstvy
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Catalyst 9500H/9500X Series

Catalyst 9500H (UADP 
3.0)

Catalyst 9500X 
(S1 Q200)

C9500-32C / C9500-32QC

C9500-48Y4C / C9500-24Y4C

C9500X-28C8D

Total Capacity

6.0 Tbps
36 x 100G or 

28 x 100G + 8 x 400G

Total Capacity

3.2 Tbps
32 x 100G or 

48 x 25G + 4 x 100G

2X

Non-XL Scale XL Scale
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Catalyst 9600/9600X Series

Supervisor 1

Total Capacity

4.8 Tbps
Slot B/W

1.2 Tbps

Gen1
1.2T /slot

Gen1
1.2T /slot

UADP 3.0

Total Capacity

12.8 Tbps
Slot B/W

3.2 Tbps

Supervisor 2

3X

Gen2
3.2T /slot

Gen2
3.2T /slot

SiliconOne 

Q200

40x 1/10/25/50G + 2x 200G + 2x 400G 

400G



Síťový fabric
Varianty
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Underlay

Co tvoří fabric
Underlay - konektivita

. . . .Edge Device

Layer-3 
Point-to-Point

36
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Co tvoří fabric
Overlay - “inteligence” a funkce

. . . .Edge Device

37

Overlay
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Intent-based networking

Intent

Infrastructure

Cisco SD-Access
Fully Automated

/ >>

CLI API Controller

⋯

EVPN

BGP EVPN
DIY

Catalyst 9000 – SD-Access vs. BGP-EVPN

• Preskriptivní design založený na CVD
• Automatizovaný workflow
• Wired/wireless integrace
• Segmentace (VN) a mikrosegmentace (SGT)
• Multidoménová integrace

• Flexibilní design plně založený na standardech
• Konfigurace pomocí CLI, šablon nebo Ansible
• Wireless pouze OTT
• Segmentace (VN)
• Multidoménový fabric (Catalyst, Nexus, …)



BGP-EVPN
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VXLAN and EVPN

VXLAN

• Standards based Encapsulation

• RFC 7348

• Uses UDP-Encapsulation

• Transport Independent

• Layer-3 Transport (Underlay)

• Flexible Namespace

• 24-bit field (VNID) provides ~16M unique 
identifier

• Allows Segmentations

EVPN

• Standards based Control-Plane

• RFC 8365 (and RFC 7432)

• Uses Multiprotocol BGP

• Uses Various Data-Planes

• VXLAN (EVPN-Overlay), MPLS, Provider 
Backbone (PBB)

• Many Use-Cases Covered

• Bridging, MAC Mobility, First-Hop & Prefix 
Routing, Multi-Tenancy (VPN)
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Fabric-Domain-A

BGP EVPN System Role *

VTEP : 
An origination and termination point of 
VXLAN enabled overlay network.

Border-Gateway : 
A gateway point of between two 
or more BGP EVPN administrative 
domain boundary.(Role is not 
supported by Catalyst 9000)

SPINE : 
An BGP EVPN reflects the L2/L3 VPN prefixes 
providing hierarchical neighbor peering, 
learning and distribution point.

INTERMEDIATE : 
Underlay network system providing basic 
transport and forwarding plane.

BORDER : 
A gateway point of between EVPN fabric 
and external network domain.

Layer 2
802.1Q | VPLS

Layer 3
VRF | MPLS

SITE-A

Layer 2
802.1Q | VPLS

Layer 3
VRF | MPLS

SITE-B

Fabric-Domain-B

* BGP-EVPN not supported at Catalyst 9200/9200L
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BGP-EVPN
Overlay

L L L L L. . . .

S S S S

Edge Device

HypervisorHypervisor HypervisorHypervisor BaremetalBaremetal BaremetalBaremetal

LAN Segment

Workload

Overlay
Tunnel Encapsulation (VNI Namespace)

VTEP VTEP VTEP VTEP VTEP

VTEP: VXLAN Tunnel End-Point
VNI/VNID: VXLAN Network Identifier
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SD-Access



Architektura SD-Access a role zařízení

SD-Access - základní role zařízení

• Intemediate node (volitelná součást „underlay“ vrstvy)

• Fabric Edge node

• Border node

• Control Plane node

• Podpora „kumulace“ rolí

• Podpora redundance důležitých komponent

ISE / AD DNA Center

SD-Access

Fabric

SD-Access - „underlay“ vrstva 

• Poskytuje základni IP konektivitu

• L3 access

• MTU > 1500 B

SD-Access - „overlay“ vrstva 

• Poskytuje inteligentní funkce SD-Access sítě

• Control Plane protokol - LISP

• Data¨Plane enkapsulace - VXLAN

• Policy Plane - Cisco Trustsec



1) Makrosegmentace a mikrosegmentace

2) Autentizace a autorizace přístupu do sítě (automatizace nasazení 802.1x)

3) Možnost přechodu na bezpečnostní politiku založenou na skupinových značkách – politika
platí pro celou síť, není nutné je měnit při změně adresace

4) Možnost integrace pevné a bezdrátové přístupové sítě

5) Možnost integrace s VPN přístupem

6) Možnost integrace s dalšími částmi sítě (datové centrum, pobočková síť)

7) Automatizace a unifikace konfigurací

8) Centralizuje se pouze orchestrace a dohled, ale funkcionalita zůstává distribuovaná do 
prvku sítě (kontrolér není v datové cestě)

9) Vysoká škálovatelnost (od jednoho přepínače až po velmi velké lokality, multisite)

10) Zvýšení stability prostředí (L3 access, absence spanning tree protokolu, ...)

Hlavní přínosy technologie SD-Access



Integrace SD-Access s podnikovou sítí
Integrace s datovým centrem

• Přenos skupinových značek mezi SD-Access a ACI

• Bezpečnostní politika založená na značkách (kontrakty)

• Využití identity pro řízení přístupu k aplikacím

Integrace s firewallem (Cisco i 3rd party)

• Přenos skupinových značek do firewallu

• Bezpečnostní politika založená na značkách (pravidla)

• Využití identity pro řízení přístupu k externím aplikacím / internetu

Integrace s pobočkovou sítí

• Přenos skupinových značek ve WAN nebo SD-WAN

• Identita je jednotná v celé síti

Integrace s AD

• Vazba mezi ISE a AD

Integrace s bezpečnostní analýzou

• Export informací o datových tocích

• Analýza datových toků mezi 

skupinami

• Analýza šifrovaného provozu (ETA)

• Remediace bezpečnostních 

incidentů (CoA)

Integrace s tradiční infrastrukturou

• L3 „handoff“ a L2 „handoff“ (včetně podpory stejného 

subnetu uvnitř i vně SDA domény

• Přenos značek (inline nebo SXP protokol)



Wireless
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Základní režimy provozování – Local Mode
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Základní režimy provozování – FlexConnect Mode



ISE / AD DNA Center

SD-Access

Fabric

VXLAN

(Data Plane)

Možnost integrace pevné a bezdrátové 
přístupové sítě

„Over-The-Top“ (OTT)

• Tradiční přístup

• Centralizovaný control plane i data plane (CAPWAP)

• Možnost využití makrosegmentace (celá WiFi v samostatné virtualní síti 

(např. Guest))

• Možnost využití řešení třetích stran

CAPWAP

(Control Plane)

CAPWAP

(Data Plane)

CAPWAP Control plane

CAPWAP Data plane

„Fabric Enabled Wireless“ (FEW)

• Integrovaný přístup

• Centralizovaný control plane (CAPWAP), distribuovaný data plane (VXLAN)

• Možnost využití makrosegmentace a mikrosegmentace stejně, jako pevné 

přístupové sítí (t.j. až do úrovně jednotlivých uživatelů bezdrátové sítě)

• Datový provoz je „vybalen“ na přepínači přístupové vrstvy a lze na něj 

uplatnit stejné funkce jako na provoz z pevné sítě (např. monitoring pomocí 

NetFlow pro zlepšení visibility, QoS, atd.)

CAPWAP Control plane

VXLAN Data plane

LISP Control plane

LISP

(Control Plane)
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Infrastruktura
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Catalyst 9800 Wireless Controller
Deploy @ any scale

Catalyst 9800-80 6000 

APs, 64K clients
80 Gbps

Catalyst 9800-40
2000 Aps, 32K Clients, 
40 Gbps

Catalyst 9800-L
250 APs, 5K Clients, 
5 Gbps

Catalyst 9800 
Embedded Wireless*
100 APs, 2K Clients

Catalyst 9800
Embedded Wireless**
200 APs, 4K Clients

Catalyst 9800-CL***

1000 APs, 10K Clients

Up to 250 APs Up to 3000 APs Up to 6000 APsUp to 100 APs

*Supports Local Switching only
**SD-Access only

***Catalyst 9800 for Public cloud FlexConnect only

Up to 1000 APs

Distributed Branch & Small Campus Medium Campus Large Campus

Catalyst 9800-CL***
1000, 3000 or 6000 APs
10K, 32K or 64K Clients
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Nasazení Wi-Fi

Single Office Distributed Office Distributed Enterprise 
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C9800-CLAireOS vWLC

C9800-CL for Private Cloud vs. AireOS vWLC

NoSSO High Availability Yes

Flex OnlyDeployment Modes Flex, Local, Fabric

NoGuest Anchor Yes

NoCisco DNA-C Automation & 

Assurance

Yes

500 MbpsMax central throughput 5 Gbps

3k APs, 32k ClientsMax AP and Client Scale 6k APs, 64k Clients

MultipleInstallation Image Single for any scale

vs.
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Nasazení Wi-Fi

Mobile app or WebUI Cisco DNA Center

Single Office

Embedded wireless controller

SecurityAssurance ISEAutomationPolicy CMX

Distributed Office Distributed Enterprise 
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• Úspora instalovaného HW

• Zachování pokročilivých 
funkcí pro kvalitní Wi-Fi 
včetně Cisco inovací

• Nevyžaduje licence

• Škálovaní pro další růst

• Podpora získávání 
analytických dat o 
komunikaci i klientech

Cisco Embedded Wireless Controller - EWC



© 2020  Cisco and/or its affiliates. All rights reserved.

Catalyst 9105 Series

Perfect for teleworkers, 

and smaller branch sites 

Catalyst 9115 Series

For small to medium-sized 
deployments with dual radios

Catalyst 9120 Series

For mission-critical deployments using 
dual 5 GHz and integrated IoT radio 

Catalyst 9130 Series

Industry-leading Wi-Fi 6 AP 

with 8x8, tri-radio architecture

Purpose-built for Immersive Experiences 

Catalyst 9124 Series

Delivering best-in-class connectivity in 
outdoor and challenging environments

Powered by Cisco RF ASIC

Catalyst 9136 Series
Industry-leading Wi-Fi 6E AP, with hexa-radio architecture 
and concurrent tri-radio with 16SS for client serving

Enhanced Catalyst Wi-Fi 6/6E Product Line

Powered by Cisco RF ASIC

Powered by Cisco RF ASIC

Powered by Cisco’s AI/ML-Driven Scanning Radio
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Air Quality
The built-in Gas Sensor Module will enable the reading of TVOC 
concentration and IAQ rating

Humidity
The built-in module is a fully calibrated sensor with the ability 
to measure the humidity in the air.

Temperature
The built-in module can also capture the temperature to provide 
a reading of the environment remotely.

Catalyst 9136I has Three-Built in Environmental Sensors
with Full DNA Spaces Integration in 17.8.1

Note: The temperature generated by the AP will be considered during Temperature and AQI reading 
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High Level DNA Spaces Setup Flow

Activate Cisco DNA 

Spaces Account

• Activate Account for 
Purchased licensing

• Start a Free Trial

Integrate Wi-Fi 

Components

• Install Connector

• Integrate 
AireOS/Catalyst WLC

• Integrate with Meraki

Build Location 

Hierarchy

• Import Wi-Fi Maps

• Organize Meraki 
Networks

• Fill in Location Data

Use Cisco DNA Spaces 

Apps

• Start Using Apps

• Define Rules to 
Power Apps

01 02 03
04

Interactive Setup Guide (Recommended): https://dnaspaces.cisco.com/setupguide/welcome-setupguide/

https://dnaspaces.cisco.com/setupguide/welcome-setupguide/
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Externí antény
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Doporučení
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Catalyst 9800 Config Model

WLAN 
Profile 

Policy 
Profile

Policy Tag

AP 
Profile

Flex 
Profile

RF 
Profile 
2.4 GHz

RF 
Profile 5 

GHz

SiteTag

RF Tag

Access Points

• Defines the RF properties of the group 
of APs  

• Defines the properties of the central/remote sites
• Defines the roaming domain for Flex APs
• “Equivalent” to Flex Groups in AireOS but only for Flex APs
• Max Flex APs per site tag is 100 for seamless roaming

• Defines the Broadcast domain (list of 
WLANs to be broadcasted) with the 
policies of the respective SSIDs

• “Equivalent” to AP Group in AireOS
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▪ Before 17.3, if two policy tags are created to associate a different policy 
profile to same SSID (e.g. different client VLAN), upon roaming, client will 
need to go through a reauth to re-evaluate the change in policy > client 
roaming is not seamless

▪ Starting from 17.3, if the policy profiles differ only for certain 
parameters (VLAN and ACL being the most important), then seamless 
roaming is allowed across policy profiles (and related policy tags)

▪ To configure the feature, enter the following command in global config 
mode:
c9800(config)#wireless client vlan-persistant 

▪ For a complete list of attributes please go to: 
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-
guide/b_wl_17_3_cg/m_client_roaming_policy_profile.html

Policy Tags – Roaming across Policy Profiles

...

...

...

...

...

...

Catalyst 9800

Policy tag 1 Policy tag 2 Policy tag 3

...

Enterprise network

Vlan 10

Vlan 20

B
ld

gs
. 1

-3

B
ld

gs
. 4

-5

This is only applicable for intra-WLC roaming, inter-WLC 
this is already supported

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m_client_roaming_policy_profile.html
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• Adaptive 11r/k/v

• RX-SOP / RRM 

• Vysoká dostupnost

• Device analytics 

• WIPS

• Bezpečnost – preference WPA3 nebo 802.1x

Doporučené nastavení
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Key Questions for Migration

Existing AireOS based 
WLAN deployment

What hardware and 
software used? For APs, 
WLCs, MSE, Prime, etc.? 

What are the deployment 
modes? Centralized, Flex, 

Mesh, etc,

What are the 
features used?

What are the Management 
requirements?

What are the HA 
requirements?

Are you familiar with the 
new config model?

Have throughput & scale 
requirements changed? 

Are there new applications?

How about Guests?

What about new security 
requirements? Segmentation, 

ETA, etc.?

Have the RF and Mobility 
requirements changed?

New deployment or 
retrofit?

Where is seamless 
roaming needed?

How about licensing?

Need to migrate only 
APs or APs and WLCs?

Evaluate Design Implement

Do I need to upgrade 
my switching?
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Flexible management options with Cisco Catalyst 9800 
Series Wireless Controllers

Cisco DNA Center
Standards-based 
interoperability

Custom development

AnalyticsPolicy Automation
Zero touch 

provisioning
Guest shell 

(on-box Python)

Model driven 
programmability

YANG data 
models

Application 
hosting

Intent-based 
network infrastructure

Cisco Catalyst 9800 Series 
Wireless Controllers

SDN controllers 

CI/CD tools

Network management 
systems

Open daylight

Open Flow
puppet

now
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• Cisco Catalyst 9800 Wireless Controller Testing Review

• WiFi 6 and DNAC Testing Review

Detailní veřejné testování

https://miercom.com/cisco-9800-wc-pv/
https://miercom.com/pdf/reports/DR201007E.pdf
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• C9800 Best Practices 

• C9800 YouTube channel

• C9800 Release Notes

• C9800 Configuration Guides

• C9800 Technical References

• C9800 Command References 

• C9800 Configuration Examples 
and Tech Notes

• Campus WLAN CVD

Catalyst WLC - Reference

• C9800 Best Practices 

• C9800 WLC Configuration Model

• WLC Configuration Converter

• WLC Compatibility Matrix 

• AireOS to IOS-XE Command Mapping

• AireOS to C9800 Wireless Controller Feature Comparison 
Matrix

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.youtube.com/results?search_query=ciscowlan
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/series.html#~tab-documents
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-technical-reference-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-configuration-examples-list.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-campus-lan-wlan-design-guide.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://cway.cisco.com/wlc-config-converter/
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/cli-mapping/cli_mapping/cisco-aireos-controller-to-cisco-catalyst-9800-series-wireless-controller-command-reference-mapping-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/AireOS_Cat_9800_Feature_Comparison_Matrix.html
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• Catalyst APs starting page: https://www.cisco.com/c/en/us/products/wireless/catalyst-9100ax-access-
points/index.html

• AP 9120 deployment guide: https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-
access-points/guide-c07-742311.html

• AP 9130 deployment guide: https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-
access-points/deployment-guide-c07-743490.html

• Catalyst APs and 11ax FAQs: https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-
access-points/nb-06-802-11ax-faq-cte-en.html

• AP feature Matrix for 11ac and 11ax APs: 
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/wave2-ap/feature-matrix/b-wave2-ap-
feature-matrix.html

• Antennas Reference Guide

Catalyst APs - Reference

https://www.cisco.com/c/en/us/products/wireless/catalyst-9100ax-access-points/index.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/guide-c07-742311.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/deployment-guide-c07-743490.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-802-11ax-faq-cte-en.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/wave2-ap/feature-matrix/b-wave2-ap-feature-matrix.html
https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennas-accessories/product_data_sheet09186a008008883b.html#Overview
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• Webex webinar recording: 22.2. Softwarově definovaná řešení Cisco pro přístupové sítě a jejich začlenění do 
celé podnikové sítě

• Password: Customer22

• Recording link: https://cisco.webex.com/cisco/lsr.php?RCID=efbb44160d14bb5ab25e9276722b529c

• Webex webinar recording: 23.2. Monitorování, testování a troubleshooting podnikové sítě, klientů a aplikací

• Password: Customer22

• Recording link: https://cisco.webex.com/cisco/lsr.php?RCID=541429b5126c1d84764e01d854ae0785

• Webex webinar recording: 24.2. Novinky v produktové řadě Catalyst 9000

• Password: Customer22

• Recording link: https://cisco.webex.com/cisco/lsr.php?RCID=9589772067dc4391e7f3060c2501994c

Lokální webináře zaměřené na novinky v podnikových sítích

https://cisco.webex.com/cisco/lsr.php?RCID=efbb44160d14bb5ab25e9276722b529c
https://cisco.webex.com/cisco/lsr.php?RCID=541429b5126c1d84764e01d854ae0785
https://cisco.webex.com/cisco/lsr.php?RCID=9589772067dc4391e7f3060c2501994c



