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‘ ProC novy licencni model a zakladni pojmy
a Produkty podporujici Smart licencovani
‘ Aktivace a sprava licenci

4 | Novinka: Smart Licensing Using Policy

‘ Je nebo neni enforcement
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Pro¢c ménime licen¢ni model

Nékolik metod nakupu, licencovani a aktivace

Vice-krokovy process objednani a proviosiningu (PAKy)
Narocné rehostovani licenci

Misto, kde by byly ulozeny veskeré informace o licencich a SW

Mnoho licen¢nich nastroji, modell a technologii
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Pro¢ Smart Accounty a Smart licence




Zjednoduseni - Cisco Smart licensing

CSL jako nova metoda licencovani prinasi flexibilni licencni model, ktery zjednodusuje
zpUsob aktivace a spravy licenci napri¢ organizaci.

Flexibilita
Standardizace licencovani napric¢ vsemi produkty Cisco
Zjednoduseni aktivace licenci

Uceleny prehled svych aktiv z centralniho mista

9 Jakeé licence, kolik, do kdy plati
®






Co je Smart Account

= A Cisco.com sluzba - centralni misto k
organizaci vasich aktiv

= Misto kde vidim, ukladdm, spravuji a
prfesouvam SW aktiva

Smart Account

© 2021 Cisco and/or its affiliates. All rights reserved. Vi rt u a, I n |’ ACCO u nty



Zakladni pojmy
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-

hlavni ucet

typicky pro jednoho zakaznika jeden SA

mezi Smart Accounty nelze presouvat licence

SA identifikujeme podle nazvu a domény (napf. cisco.com)

-

podrizeny ucet pod SA

VA mize byt u zdkaznika vice, pocet neni omezen
pod kazdym VA je mozné vytvorit dalsi VA - 10 levell
Licence lze presouvat mezi jednotlivymi VA

NS

-~

uzivatelsky ucet (ucty) vazany na konkrétni CCO user ID (t.].
prihlaSovaci jméno na Cisco.com)

je uréeny pro praci s prislusSnymi SA / VA, dle nastaveni prav
jedno CCO user ID mUZe byt napojeno na vice SA

Podpora: web-help@cisco.com

N

)
~

J




Typy Smart Accountu

ﬂ Customer “'& Partner
Smart Account Holding Account

Pouze k do¢asnému uloZeni licenci
Pouze z tohoto mista je moZné licence Nelze licence pouZit
konzumovat Nema vliv na zacatek platnosti licence

MuUzZe spravovat zakaznik, partner nebo

D ceni: Pok istuje S t
autorizovana osoba pres CSSM nebo LRP ST Ol ST

Account, zadejme do objedndvky
Smart Account!

Licence vidim pouze v CCW, nikoliv
software.cisco.com






Produkty podporujici Smart licencovani

Kompletni seznam a dokumentace
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html

Smart Only Hybrid
82 34

ASA, FTD ASR 9xx, ACI
ASR 1K, 9K, NG WLC 3504, 5520
Catalyst 3K, 9K Pl

IE 3K, IR 1K ESA, WSA

ISR 1K, 4K, ISE, CMS
HCS, Webex MS, CME, CUCM NCS 1K, 4K

NCS 5xx, 55xx Nexus 3K, 7K, 9K

© 2021 Cisco and/or its affiliates. All rights reserved.


https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html

Kde vidim své licence

Smart Software Manager
(CSSM)

Manage licenses >

Smart Account

https://software.cisco.com

= License Registration Portal
(LRP)

REGISTRATION WEBSITE. PRESS “ENTER" KEY

Access LRP >

© 2021 Cisco and/or its affiliates. All rights reserved.


https://software.cisco.com/
https://software.cisco.com/software/swift/lrp/
https://software.cisco.com/

Sparuji objednavku se Smart uctem
Smart Account doména, nazev

Nakup Prifadim Smart
Account, pripadné

Virtual Account Licence jsou

pripravené k
pouziti v CSSM
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Smart Software

Manage licenses >

License

Aironet DNA Essentials Term Licenses
AP Perpetual Networkstack Essentials
ASAv10 Standard - 1G

Cisco AnyConnect Apex License

Cisco FPR2120 Threat Defense Malware Protection
License

Cisco FPR2120 Threat Defense Threat Protection
License

© 2021 Cisco and/or its affiliates. All rights reserved.

Manager (CSSM) - Smart licence

Billing

Prepaid
Prepaid
Prepaid
Prepaid

Prepaid

Prepaid

Purchased

Vlastnim

Pouzivam

Balance

+2

+2

+1

+7

Alerts

4\ Licenses Expiring

4 2 Alerts

i 2 Alerts

Actions

Actions

Actions

Actions

Actions

Actions

Actions


https://software.cisco.com/

Dulezité zdroje

Vstup do administrace SA, portall pro spravu licenci CSSM a LRP
https://software.cisco.com

One-stop shop - Treningové materialy, manualy:
SA SL Training Modules For Customers.pdf

Kompletni seznam Smart Enabled produktl a dokumentace

https://www.cisco.com/c/en/us/products/software/smart-accounts/software-
licensing.html

Podpora: https://mycase.cloudapps.cisco.com/case
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https://software.cisco.com/
https://community.cisco.com/t5/cisco-software-documents/smart-account-and-smart-licensing-training-modules-for-customers/ta-p/3857840?attachment-id=194614
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://mycase.cloudapps.cisco.com/case

Uvedu v casu:

Licence nam chybi v CSSM == Sanszev nebo sa doménu

. Virtualni Account
. ?
https://mycase.cloudapps.cisco.com/case?swl Sales Order Number

Part number licence/PAK

upport Case Manager
Create and manage Support cases for Miroslay Hiubik (mihlublk) w
ﬂ OPEN NEW CASE v
oes Products & Services Open a New Case for Software Licensing Support x
M o Webex Meetings Choose a Category

o Webex Teams & Webex Calling

CSSM & LRP ISSUES
q | e Software Licensing Security Related Licensing

Collaboration Related Licensing

Time v

A
Routing/Switching Related Licensing

Data Center Related Licensing

Other/Non-Technology Specific

OTHER LICENSING PORTALS
Customer Device Activation (CDA)
SDWAN - PNP Related Issues
eDelivery, Jigsaw, eLibrary
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Registrace zarizeni — ID Tokeny

Slouzi k bezpecné registraci produktti k Smart Accountu a Virtual Accountu
ID Tokeny jsou “identifikdtorem organizace”

ID Token: ID Token neni:

Muze byt pouzit jednou nebo vice krat - Specificky pro konkrétni produkt

e Mdaze byt vytvoren kdykoliv  Licence nebo kli¢ nebo PAK
* Expiruje po uplynuti pfedem definované * Kjednorazovému pouziti
Ihaty (default je 30 dni; Minimum je 1 den « Ulozen na Cisco produktu

a maximum je 365 dni)
e Potrebny po registraci produktu



Smart License Product States

Out of

Compliance
/ V CSSM chybi
licence
Po dobu max. Registruji Cilovy stav, vie v pofadku,
90 dni pomoci tokenu v CSSM dostatek licenci

Authorization
Expired

/ Doporucujeme synchronizovat zafizeni/SSM On-prem s CSSM
alespon jednou za 6 mésict.

Zarizeni se nespojilo
s CSSM do 90 dni

© 2021 Cisco and/or its affiliates. All rights reserved.






3 moznosti nasazeni

S

Cisco produkt odesila informace o - Cisco produkty odesilaji informace do Komunikace mezi zafizenim a
pouznvanych licencich pfimo pres satelitu, ktery je instalovan lokalné. Cisco.com probiha vyhradné manudlné
internet. Zadny dal$i komponent neni - Satelit se pravidelné synchronizuje s pFes copy/paste.

potFeba. Cisco.com.

Synchronizace m{ize probéhnout
automaticky nebo manudlné.

© 2021 Cisco and/or its affiliates. All rights reserved.






Smart Licensing using Policy
(new version Polaris 17.3.2 nebo >)

u No change to the ordering processes of HW and SW

THREE MAJOR CHANGES

% J

No EVAL @ product boot, no No on-going communication Send Cisco a report with SW
registration to cisco.com per to cisco.com per device license use

device every 30 - 90 days only on-change, and within
90 days*

*Transact upgrade SKUs to pay for SW in-use, your smart account will be updated. Report to know if your purchased vs. use is aligned



Smart Licensing Using Policy

Dostupné na techto produktech:
Catalyst 9000
Routing ASR1K, ISR1K, ISR4K
Catalyst 9800

|OT routers and switches, and a few Collab (CME, SRST, CUBE)

The Data Center products (ACI, NX-OS and MDS) - in Q4FY21



Priklad C9500

t#ishow version #tshow version

Cisco 10S XE Software, Version 17.03.02a VS. E.iSCO IOS XE Software, Version 17.03.01

#ishow license all
Smart Licensing is ENABLED
License Reservation is ENABLED

t#ishow license all
Smart Licensing is ENABLED
License Reservation is ENABLED

Export Authorization Key: Registration:

Features Authorized: Status: RESERVATION IN PROGRESS
<none> Export-Controlled Functionality: NOT ALLOWED

Utilit Reservation process started on: Feb 23 12:00:10 2021 UTC
ility:

Status: DISABLED License Authorization:

Status: EVAL MODE

Smart Licensing Using Policy: Evaluation Period Remaining: 83 days, 17 hours, 24 minutes, 10 seconds

Status: ENABLED

Policy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO
default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)

é;catus: IN USE



Jak mazu reportovat SW?

Avail: March 2021 Avail: May 2021
SD WAN DNAC SSM Direct to CSLU App 31d part
On-prem On-prem | Smart Account | it -
riizlrjt?nfgo:;;c:ﬁre Set-up reporting cadence Set-up reporting cadence Report op-line Set-up reporting cadence APIs to push or pull
preferences preferences preferences automatically preferences report data
e TSI D productsruming SE D procucsrurnngste POtOfinealond  Temoranine - Clstoput oo

Rep_ort onjllne . Report on-line Report on-line I0S-XE’s WebUI supports Report off-line via upload
automatically, including t ticall X ticall i to CSSM]
MSLA post-paid use automatically automatically reporting o

Report off-line via upload Report off-line via upload Report off-line via upload - Bulk and automated
to CSSM to CSSM to CSSM options supported
Bulk and automated Bulk and automated Bulk and automated -
options supported options supported options supported

Cisco Smart Software Manager (CSSM) / My Cisco Entitlements (MCE)

Use APIs or the web portal to report use,



https://apidocs-prod.cisco.com/explore;category=Smart_Accounts_&_Licensing_APIs;sgroup=Smart_Licensing_Using_Policy

CSSM off-line report upload

Csco Software Centrsl . > Smart Software Licensing

Smart Software Licensing

& Hoto Peter Gritfin

Help Feedback

Smart Account: Univ. of California @ Major €D Minoe €D Informational

Overview ANerts Inventory Convert to Smart Licensing Reporting Preferences On-Prem Accounts Activity
Reporting
Reports Usage Data Flles Reporting Policy Synch File for Device Controllers

© s functionaity is

Devices can be configured to report the features that they are using,

I Search |
Reporting Status Devices  Source Acknowledgement
@ UD_Multiple_VAs_16_Jun_2021.tar 16-Jun-2030  Cal_Bechtel, Cal_Corey, Cal_Doe € Ervors (8), £\ Warnings (15) 75 Cal_Remote Download

UD_Cal_Baechtel_16_Jun_2021.tar Cal_Bechtel € Errors (8). £\ Warnings (9) 32 Cal_Remote

UD_Cal_Corey_16_Jun_2021.tar Cal_Corey No Errors 30 Cal_Remote

LI Aal Mae 40 Lie AANE daa e e RNV 1Y an Pl Pl



Example of syslog with E->A change

Log message on change of license in SLE.

*Oct 13 17:39:12.407: %SMART _LIC-6-EXPORT_CONTROLLED: Usage of
export controlled features is not allowed

*Oct 13 17:39:12.584: %SMART _LIC-6-REPORTING_REQUIRED: A Usage
report acknowledgement will be required in 29 days.

*Oct 13 17:40:10.757: %SMART _LIC-6-POLICY_INSTALL_SUCCESS: A new
licensing policy was successfully installed






Produkty podporujici Smart licencovani - ISR 4000

Kompletni seznam a dokumentace
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html

1. Podpora podle 10S verze:

Product Family Curren t Licensing First Hybrid Release Date First Hybrid Version First Smart Only Release Date First Smart Only Version Rli=s s'::llrtzly-i\‘;z:sslt‘: =l Smart Licensing Document tation
Cisco 4000 Series ISRs
Cisco 4000 Series ISRs
(ISR4000) Smart only 07/18/18 10S XE 16.9.1 11/20/2018 10S XE 16.10.1 1732
V4
2. Podporované modely deploymentu:

M On-Prem
DLC Export Control SLR SLR Factory Pre-Install SLR Enforcement il (y?n) Sippeied

Yes Yes Yes, 16.11.1 Yes, 16.12.1 and Above N/A Yes



https://www.cisco.com/c/en/us/td/docs/routers/access/4400/software/configuration/guide/isr4400swcfg/isr4400swcfg_chapter_010011.html
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html

Produkty podporujici Smart licencovani - ISR 4000

3. Enforcement - vynucované funkcionality?

Evaluation Mode

Initial Unidentified

Out of Compliance @ Initial
Registration

Out of Compliance After Initial

Authorization Expired (failure to
communicate)

Normal functionality. syslog/alarm
notifications..
HSEC = enforced.
BOOST = enforced

Normal functionality. syslog/alarm
notifications.
HSEC = enforced.
BOOST = enforced

Normal functionality. syslog/alarm
notifications.
HSEC = enforced.
BOOST = enforced

Normal functionality. syslog/alarm
notifications.
HSEC = enforced.
BOOST = enforced

Normal functionality. syslog/alarm
notifications.
HSEC = enforced.
BOOST = enforced

Zarizeni plné funguje vC. vsech licenci pokud je v modu Authorized.

V pripadé vyse uvedenych maodu je zarizeni plné funkéni vyjma licenci:

HSEC
BOOST



Produkty podporujici Smart licencovani - Catalyst 9000

Evaluation Mode

Initial Unidentified

Out of Compliance @
Initial Registration[:

Out of Compliance
After Initial

Authorization Expired
(failure to
communicate) F

(v]
Normal functionality.
syslog/alarm notifications.

v]
Normal Functionality.
Syslog/Alarm Notifications.

Normal Functionality.
Syslog/Alarm Notifications.

[v]
Normal Functionality.
Syslog/Alarm Notifications.

Normal Functionality.
Syslog/Alarm Notifications.

Zadna funkcionalita nebo licence neni vynucovana - bez ohledu na operaéni méd zafizeni




Cisco Catalyst 9000 family: Simplified packaging

Legacy three-tier packaging Simplified two-tier packaging

_______________________________________________

IP Services Added features Cisco DNA Advantage = 3, 5, 7 years
Full L3, core differentiators

Feature parity

_______________________________________________

IP Base
Full L3, Routed access, access differentiators

,______~,______~
S m e N mm =~

LAN Base

Layer 2 features and competitive parity Added features = m===mm-mommmmommmmmooommm oo 7

Feature parity

A s s s e |

_____________________________________________________________________________________________

For more details, see the
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https://www.cisco.com/c/m/en_us/products/software/dna-subscription-switching/en-sw-sub-matrix-switching.html

Cisco wireless access — Cisco Catalyst 9100 and 9800
Advantage versus Essentials

Cisco DNA Advantage (inclusive of Essentials) — Cisco DNA Essentials —

Advanced automation Assurance and analytics Basic automation Basic assurance
* SD-Access * Guided remediation * Plug-and-Play (PnP) application * Health dashboard (network, client, and application)
* Location Plug and Play * Apple iOS insights * Network site design and device provisioning * AP floor map and coverage map
* Automated ISE integration for guest * Proactive issue detection Element management * Predefined reports
* Third-party API integration . IAltrolnl'et" :xznvt Sensor tests 5 SO MERE RS Base security
. . ntelligen apture

Enhanced securlty.and |°T' . Clientglocatio: e DS * Discovery, network topology * Basic WIPS*
* Encrypted Traffic Analytics VN, « Application Visibility and Control
. *

Advanced WIPS * Application performance (packet loss, latency, and jitter) Telemetry
Policy-based workflows * App 360, AP 360, Client 360, and WLC 360 Custom reports* * Flexible NetFlow
* EasyQosS configuration

Element management

* EasyQoS monitoring  Patch lifecycle management
* Policy-based automation

Network advantage (inclusive of Network Essentials) — Network Essentials —

High availability and resiliency Essential wireless capabilities DevOps integration
* ISSU, process restart * 802.1X authentication, guest access, device onboarding, * PnPagent
. RoIIing AP upgrades infrastructure and client IPv6, ACLs, QoS, Videostream, * NETCONF, RESTCONF*, gNMI*
«  Patching (CLI) smart defaults, RRM, Spectrum Intelligence, BLE, Zigbee, « YANG data models
* AP service pack/AP device pack USB, Cisco TrustSec® SXP, SSO, D ic QoS, lyti
, Cisco TrustSec , SSO, Dynamic QoS, analytics, « GuestShell (on-box Python)*
ADP, OpenDNS, mDNS, IPSec, rogue management and
detection, mobility, AP and client SSO Telemetry and visibility
§ i . Optimized * Model-driven telemetry
* Cisco® Catalyst® 9800 Series and 9100 include the Perpetual network stack PR ) « NETCONF dial-in, gRPC dial-out*
— Network Essentials or Network Advantage * FRA, ClientLink, Cisco CleanAir® Advanced . -
) . ) . * NG-HDX, predictive and proactive RRM federalicertifications
* Itis mandatory to attach a Cisco DNA license for every AP joining the controller N * FIPS, CC, UCAPL, USGV6
oT-optimiz
* The Cisco DNA license includes wireless and Cisco DNA Center features « Identity PSK, enhanced device profilers

* Future



Produkty podporujici Smart licencovani - CUCM 12.X

Evaluation Mode Initial Unidentified

K2 v

Out of Compliance @
Initial Registrationl:
v

Out of Compliance
After Initial

M

Authorization Expired
(failure to

communicate) |

Normal functionality.
syslog/alarm notifications.

Cannot provision users or
devices

Normal Functionality.
Syslog/Alarm Notifications.

After being out of compliance
for 90 days, it will not be able
to provision users or devices

It is given another 90 days
for a total of 180 days before
it is not able to provision
users or devices. If already in
OOC before getting into Auth
expired state, it uses the
same overage period days
remaining.

V pripadé, ze je CUCM v mdédu Unidentified (t.j. vyprsel Eval mode), Out of compliance nebo
Authorization Expired a uplynuly vyse uvedené lhuty je CUCM plné funkcni, ale nelze provést

zadnou zmeénu konfigurace.

Pokud je CUCM v read-only rezimu, maze byt problém prave s registraci zarizeni.




Catalyst 3650, 3850

Postup: tzv. Device-led conversion:
1. Povolit na zarizeni smart licensing — “Device#license smart register idtoken MTBIMGNKk ...
(idtoken vygenerovan v smart accountu)

2. Zarizeni bude nejprve - Out of compliance

Ill

3. Postup, jak nahrat licenci na smart licensing portal “Device# license smart conversion start”

V portalu se objevi nova licence, zafizeni je porad Out of compliance

4. Po cca 3 minutach se obnovi licence. Pokud Smart portal nema remote pfistup na zarizeni, je
potreba provést manualné:
“Device# license smart renew auth”

Link: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-
9/configuration guide/sys mgmt/b 169 sys mgmt 3650 cg/configuring smart licensing.html#id 89946



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3650_cg/configuring_smart_licensing.html







