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Cisco Secure Remote Worker offer

Current Duo Customers
Allow customers to add unlimited
additional users during offer period

New Customers
30-day evaluation with unlimited
users, after which the customer will
need to purchase 10% of the
current user population for one year
and allow customer to add unlimited
users during the offer
period only

© 2020 Cisco and/or its affiliates. All rights reserved.
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AnyConnect/
NextGeneration
Firewall

Current AnyConnect Customers
Allow customers to install additional
users beyond their purchased limit
during offer period

Current ASA/Firepower
Customers Without AnyConnect
90-day evaluation of AnyConncet

New Customers
Significant discount program
for ASAV30

90-day evaluation of AnyConnect

‘deeh’ Cisco Umbrella

Umbrella

Current Umbrella
Customers
Ability to exceed purchase
user count during period

New Customers
90-day evaluation of Umbrella DNS
Advanced or SIG

AMP for
Endpoints

Current AMP for
Endpoints Customers

Ability to expand usage
of the product up to twice
as many licensed endpoints during
offer period

New Customers
60-day evaluation of AMP for
Endpoints, up to 1000 endpoints
during the offer period only

cisco HECUre




FY21 Secu r/igy

Priorities

SecureX

Platform Focus

SecOps (AMP, Email, TG)
EAS

Cloud Transition
NGFW, SIG, Secure
SD-WAN, Branch
Transformation

Secure Remote Worker
Duo, Umbrella, AnyConnect,
AMP4E

N
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O
—
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Zero Trust

Workload and Analytics
Duo, ISE, Tetration

SWATCH, Tetration, AppDynamics

cisco Hecure



Cisco SecureX - connecting with the entire |
security infrastructure
Ngk ngt g Apg)ns | nteg rate )
everything in your
e environment to
e unify visibility,
A enable
automation, and
. e strengthen
o[ security
L 3 Party Intelligence Identity SIEM/SOAR
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How Cisco Integrates Security

Cloud Access
Security

ﬂ ﬂ‘ Enterprise Mobility

Management

Email
Security

Threat Intel/Enforcement

Increased Threat Prevention

Secure Internet

Secure
Gateway

SD-WAN / Routers

Advanced Identity and Network
Threat Access Control
Web Switches and
Security Access Points
Automated Policy ot Clond Worklond
. . ext-Gen ou orkloa
Decreased Time to Remediate

Context Awareness
Decreased Time to Investigate

FW/IPS Protection

Network Traffic
Security Analytics

ﬁ
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Sign In

Username
raj.valluri@avranahealth.com

Password

Remember me

Neegehélp signing in?

Don't have an account? Sign up
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Pushed a login request to your device...

Cancel

Do not challenge me on this device for the next
15 minutes

Sign Out
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G) Dashboard

Applications

> Integrétions

v My Applications

AMP for Endpoints
New in5.4.2 APl Docs

Cdo Cisco Defense Orchestrator
What's New ~ API Docs

Email Security
New in 13.0 API Docs

Firepower
New in 6.5

Orbital
New in 1.1
S

e Stealthwatch Cloud
What's New APl Docs
Tr

API Docs

—
©

API Docs

T Threat Grid
Rl New in3.5.44  API Docs
Threat Response

N

lew in 1.39 APl Docs

What's New  API Docs

. Umbrella

v Free Trials
Swe Stealthwatch Enterprise
Free 30 Day Trial

Web Security Appliance

Wsa RO

Dashboard

Applications  Orchestration Reports i v

App Metrics Last 24 Hours v

AMP for Endpoints

<10

Top Endpoints v

£0.2%

Compromised v

B Duo
893

Out-of-Date OS v

7 347

Not Enrolled v

B Threat Response Incident Burndown Last 7 Days v

8 Closed, 6 Open
Based on 14 Opened Incidents Last 7 Days

M ideal M Incidents
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B Umbrella Blocks by Security Category Last 24 Hours v =

Malware m csc Cryptomining  More v

23 Total |,12% Prior Period
12
10
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4
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- 3:00 am 7:00 am 11:00 am 3:00 pm

Al i v
B Email Security
AS 582910s0%) 180020 81,2718
Top Threats v Threat v Virus D dv  Spam D d
B Threat Response
29 6 <10 »>1
Security Events v Open Incidents v Top Targets v New Module v

AMP for Endpoints Threats Last 7 Days v

By Host

1,658

Theeats Dotected

8y Name More v

W ai_python.exe

W python.exe

W wscript.exe

M cmd.exe

M ai_exec_server.exe
Other

Stealthwatch Cloud High Risk Countries Last 7 Days v

EY
4 ~
Lo
N :
. Armenia Guyana W Madagascar

« Japan

4 More

v

* 0
> e
B Firepower
1.3K =38 28
Events v Promoted Events v Poor Talos Disp v
B umbrella
@3.2M ©657.4K 31
DNS Requests v Blocks v Flagged Apps v
Threat Grid Submission Source Last 7 Days v
5,819 Submissions (852 Avg/Day) 0-49 Ws0-74 M75-89 M90-100
AMP 976
ESA M 1.200
ESA-SMA | 1.059
Firepower | REE]
Meraki 1719
Users 22
0 200 400 600 800 1000 1200 1400 1600 1800 2000
B Firepower Promoted Events Last 24 Hours v

u
W Intrusion
W Malware
Security Intelligence
38 Other

Promoted Events
Automated Promotion
B Manual Promotion
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28 Customize

Activity 'y

B3 Potential Data Exfil Alert

Host asarin-gke-a8... uploaded
845 kB to 66.211.171.141 vim

Now

Threat Hunt Incident 8 min ago
The host USNHCdb-P297 executed
powershell to schedule a task that
creates a text file of FTP
commands, executes FTP with the
text file, and executes the
downloaded malware. More

8.8 Talos Vuln Report 18 min ago
An exploitable code execution
vulnerability exists in the BMP ima...

. New Flagged App
Yandex Disk a cloud service that
lets users store files on cloud serv...

34 min ago

[¥] InfoSecTrends
We distilled 30 independent reports
dedicated to cybersecurity and
cybercrime predictions for 2020
and compiled the top 5 most

i i ings and proj

35 min ago

[¥ out of Date Limit Hit 36 min ago
100 iOS devices are out of date and
require OS updates to i0S 13.2.3

n Incident Escalated 1 hr ago
Incident Malware CNC Event was
escalated to Priority 1 by Kavita Patel

. Orbital Query Incident 1 hr ago

An incident was auto-generated
from Orbital query Forensic Snaps..
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cisco’ Securex

Applications

Search & Filter =
Search '4
v Category Siemplify

Application Protection

Cisco Security Connector
Cisco Threat Response

Cloud Access Security Brokers
Deception

Endpoint and Custom Detection

Enterprise Device Management

Applications

My Applications

Firewall and Policy M:
ident R

Identity Access Management

F ics and |

Infrastructure

Malware Analysis

Orchestration

SIEM and Analytics

Threat Intelligence

User and Entity Behavioral Analysis

Vulnerability Management
v Rating

* %k %k ok

* %k k

* %k

* %

*

& dcloud-cdn-lon.cisco.com/securex/

Orchestration Reports  Intelligence v

Recommended

Siemplify & Cisco FirePower

Siemplify Integrates to Cisco FirePower as well
as the management console to provide a
variety of network based investigation and
response capabilities.

* Kk k- 202 L 261

ThreatQuotient -Umbrella Integration

ThreatQ is a cyber threat intelligence platform
that focuses on centralizing, structuring, and
strengthening a security team’s intel-driven
defensive posture against attacks!

*kkkx 112 Show Similar 4 299

Mobileiron UEM & Cisco AnyConnect

Cisco AnyConnect provides reliable and
easy-to-deploy encrypted network connectivity
from mobile devices, delivering persistent
corporate access for users on the go.

*kkk 429 L1612

Cisco AMP for Endpoints Integration
into Perch SIEM
Perch integrates with Cisco Advanced Malware

Protection for Endpoints (AMP4E) to pull logs
into Perch's multi-tenant platform.

*kkkx 1,972 L3319

Community

SYNCURITY

NALEF

algosec

e

Administration v

Syncurity IR-Flow Threatgrid
Integration

A
ThvestConnect
Syncurity delivers an agile security
orchestration, automation & response platform
that reduces cyber risk. We make security

operations centers (SOCs) more efficient...

*kkd 1,241 L28n

AleFIT MAB Keeper & Cisco ISE

The AleFIT MAB Keeper application allows the
management of certain settings of the
authentication system without having access to
the configuration GUI of the Cisco ISE.

A

Huntsman

*kkk o 93 L 473

AlgoSec Firewall Analyzer for
Cisco Firepower

AlgoSec Firewall Analyzer (AFA) allows IT
security and operations teams to automate the

management of complex polices across
traditional, next-generation and hypervisor...

*kkk - 155 4 243

Endace Fusion Connector for
Cisco FirePOWER

The Endace Fusion Connector for Cisco
FirePOWER provides users with a seamless,
click-through workflow between the security
event and the related packets on the network...
593

* kKK 1826

Q a

Cisco Umbrella Playbook

The Cisco Umbrella Playbook allows an
Umbrella customer to block domains with a
single click of the mouse when viewing the
indicators in ThreatConnect.

802 1918

Huntsman Analyst Portal & Cisco ISE

Huntsman Analyst Portal is an integrated
security analytics solution that provides
automation across the processes of threat
detection, investigation and response.

Panaseer ISE/pxGrid Integration

Panaseer and Cisco’s integration means that
data from Cisco ISE and pxGrid can easily be
consumed by Panaseer’'s Smart Inventory.

O®2H®e® O :

e Raj Valluri v
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Activity A

Siemplify

Siemplify & Cisco FirePower
Provides a variety of network based
investigation and response capabilities.

*kkk - 202 L 261

App Market 4 hours ago
You have 2 new Apps in the

Recommended section

App Market
The Orchestration category has 2
new applications

1 day ago

@) Signal Sciences

Signal Sciences & Threat Response

Next-gen WAF sends IP address,
indicators and additional metadata to CTR

*kkkx 48 163

My Apps
A new version of IntSights Cyber
Intelligence is available

1 day ago




SAFE: A Model for identitying flows

Attackable
Surface
Threats

Security
Capabilities

© 2020 Cisco and/or its affiliates. All rights reserved.

Client

Workstation
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Infection

Client-Based
Security

Posture
Assessment

Wired Wireless

Wired

Wireless
Network i

Connection

Unauthorized Rogue

Firewall Wireless Intrusion

Prevention (WIPS)

Intrusion Prevention Wirc[e)less Rogue

etection

Tagging

Analysis

Analytic
Engine

Malware

Z‘

letwork
Anti-Malware

Flow Analytics

_'.

hreat
Intelligence

®:
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Public WAN

Public Untrusted

Virtual Private
Network (VPN)

Web Security

Email
Security

Cloud

Public/Hybrid
Clou¥i

Untrusted

Cloud Security

Server

Application

Infection

Server-Based
Security
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Relentless Save time by automating threat hunting and investigation with
Breach Defense Orbital Advanced Search

*  Key capabilities:
Advanced search; pre-defined, customizable
queries; forensics snapshot

*  Primary use cases:

Threat hunting; IT operations enablement,
and vulnerability and compliance tracking

+  Benefits:

Faster investigation leads to quicker response,
and ultimately lower cost of the breach

«  Seamless investigation and remediation
with Cisco Threat Response
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Relentless
Breach Defense

Isolate infected hosts from the rest of the
network

Contain the threat without losing forensics data

Shrink remediation cost by limiting the scale of
attack

Fast endpoint reactivation once remediation is
complete

Take action directly from the AMP Console,
Cisco Threat Response or API scripting

Contain th_e attack fas_t with
Endpoint Isolation




Relentless Gain deeper insight on Cisco’s Coverage
Breach Defense Indicators of Compromise

A new Indicators page maps Cloud
Indications of Compromise (IOCs) to the
MITRE ATT&CK knowledge base of tactics : -
and techniques

Tactics 2 n everity Clear Filters

@ Crossrider.ioc pact [ Medium

* You can search/filter the knowledge base S ——
by indicator name, tactics, and techniques

@ )S.Trojan.Generic_48153.ioc i and Contr Critical

B 0sX.Dok.ioc Command and Control ~ Collection Medium

@ Linux.AutostartPersistence.ioc

Connection Pro

port of the MITRE ATT8CK attack.mitre.org
Dok, install ver in order to ca affic with the h

apro

@ Linux.CurlDownloadExecute.ioc Defe on | Medium

Technique 1090
@ Linux.MultiKill.ioc Medium

Data Sources: Prc

@ Osx.Downloader.Crossrider_46700.ioc monitoring, Netflo . y . Critical @ Mshelper.ioc n Medium

@ Osx.Exploit.CVE_2017_13872.ioc y ec Medium

@ OSX.ApplescriptCredentialTheft.ioc X on L Medium

@ OsX.FileCoder.ioc 0 u a Medium

OSX.Fruitfly.RET.ioc

OSX.HistorySearch.ioc

0OSX.KeRanger.RET.ioc

@ osXKillallBrowser.ioc




Relentless Drive more automation for incident response with
Breach Defense Automated Actions

A new feature which allows actions to be
driven by events to automate common
tasks when a threat is detected Automated Actions

« Capture a forensic snapshot when an
endpoint is compromised

* |solate a computer upon compromise

«  Submit a file to Threat Grid for dynamic
analysis upon detection

Move Computer to Group upon Compi

o Move 3 computer a computer to an audit .4

group upon compromise



Protect applications from infected devices .( ¢ A4E + Duo

Block malicious devices from accessing applications.

Cle B o-0 L5
I I I I

Users use their Endpoint security from It notifies the MFA blocks that
devices to access Cisco running on the MFA about the device from
application. device detects malware. infected device. accessing apps.

S)




Unified Endpoints Agent

A true market differentiator

=

.

AMP for Endpoints + Cisco Umbrella
Orbital Adv Search

AnyConnect

Response 2 O 2 O

Advanced
Endpoint
Security

Protect

|dentity &
Access

Visibility




Network Visibility And
Segmentation (SW, ISE)



Stealthwatch Enterprise Releases 7.1.2 & 7.2.0

G

Enhanced Security
Analytics

- Unified Threat Hunting

with Cisco Threat
Response (CTR)

© 2020 Cisco and/or its affiliates. All rights reserved.

Increased
Performance

- Flow Sensor 4240
« 80G throughput
« 2x 40G QSFP or

4Ax 10G SFP fiber
IEEES

e |

Improved
Usability

« TACACS+ Authorization
« Smart Licensing Support
- Migration of configuration

from Swing to Web Ul

-9
V.9
9.

User
Management

- Personal information

management

« Improved remote

authorization manageability

- Plan of Action and

Milestones (POA&M)

GSO STRATEGY & OPERATIONS



Integration with Cisco Threat Response
For accelerated investigation and remediation

End to end visibility Alarms Threat intelligence
Security Events
Network anomaly detection File and network 10Cs
Security analytics ~ Casebook Investigation
Stealthwatch ~ Investigation Cisco Threat Response
Agentless Detection Correlate, Enrich, and Resolve
Stealthwatch network-based CTR integrations with other sources of global
visibility and security analytics will threat intelligence and internal visibility, will affirm
enrich CTR threat detection and and enrich Stealthwatch findings with confirmed
response with agentless behavioral threat intel and local sightings. Integrations with
and anomaly detection capabilities Cisco control devices provide two-click

mitigation and resolution.

© 2020 Cisco and/or its affiliates. All rights reserved h
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cisco  Threat Response Investigate

New Investigation Assign to Incident Snapshots ... ¥ Jere—— it

Search for this IP
p—— e

B 0 Torce %o 2 Observables v v Doma B oFie w W3 2 P Addresses v ) our T 3 Modules v
Investigation 5 Alerts Sightings
ip:"77.55.103.134" My Environment iloba ’ — Malicious
1 Suspicious
ip:"10.10.100.63"
P 59 Sightings in My Environment I = Unknown
1+ Clean
First Seen: Apr 14, 2020 18:09:30 UTC I k| { \ \ | « Targets
Last Seen: May 4, 2020 13:29:00 UTC ) {1 \ A A
|
What can | search for?
\ 20 25:0C Apr 30, 2C 25:4 May 4, 2020 13:2
Relations Graph - Filters v All, Exg jed v PR Observables t View v
Q s 77.55.103.134 @ ®
1P v Last seen on May 04, 2020 .
* in My Environment
209.58.149.73 «» . My Environment b 1] e
mm 10 Y 100 63 Malicious
- — — R —— Suspicious
ici P ‘
SUSD clous 26 Sightings in My Environment | U_"k”(’w"
79.55.103.134 I
First Seen: Apr 15, 2020 05:25:00 UTC ) | « Targets
Last Seen: May 4, 2020 13:29:00 UTC ' |
Q- r
May 4, 202 13:2
10.10.100.63
¥ - P A Judgements (1) Verdicts (1) Sightings (26) Indicators (10)
Copy to Clipboard
ition Reason Source Severity Confid«
Create Judgement
v -4 | Add to New Case Low Talos Intelligence reputation score Talos Intelligence [ Medium High
— -— Talos Intelligence
Search for this IP
IP Umbrella
10.10.100.63 s] P view for 10.10.100.63 O
AMP for Endpoints |
_+_

Stealthwatch Enterprise

Host Report




Alarm Categories

Concern Index

0

Host Summary

]

Target Index Recon

0 0

10.10.100.630

Status:
Hostname:
Host Groups:
Location:
First Seen
Last Seen:
Policies:
MAC Address

ISE ANC Policy:

Top Security Events for 10.10.100.63

Exploitation DDoS Source DDoS Target

@) () 0

Traffic by Peer Host Group (last 12 hours)

» New York

United Sta...

® Database S... Yahoo! Inc...®

10.10.100.63
» Desktops gooste
. Belgium®
® File Serve...
Flickr®
® End User D...
France®
Datacenter Window's U...1
» BigFix Facebook
#Domain Con...

Others (Ou...@
@Others (In...

(

\

Data Hoarding

)

Exfiltration Policy Violation

0 0 0

Anomaly

Alarms by Type (last 7 days) «

Alarms by Type

)ata H

] KN

4

FTP to Outside @ Suspect Data Hcartkug

rce (1 Target (10)

SECURITY EVENT COUNT CONCERN INDEX FIRST ACTIVE TARGET HOST TARGET HOST GROUP ACTIONS
Ping_ 6 57,€ 10.10.30.0/24 End User Dev esktop:
»
Y oma r
Ping_Scan 6 14,400 )5/04 2:54:38 PM 10.10.31.0/24 End User Devices , Desktops
’ N YOrk
Suspect Data Hoarding 511 5/04 5:25:00 PM Multiple Hosts
»
Addr_Scan/tcp - 8905 12 8,000 05/04 11:27:21 AM 10.10.21.0/24 End User Device )esktop:




Stealthwatch Enterprise Releases 7.3.0

Increased

Performance

- Centralised datastore
provides increased query
performance

© 2020 Cisco and/or its affiliates. All rights reserved.

e

Easier
management

« Full configuration in the

WebUI

+ Report Builder allows for

key netops and secops
reporting in the WebUI

Enhanced security

analytics
» SAL provides a single
logging aggregation point
for Cisco’s Firewall fleet
» TLS Fingerprinting to
improve detections

ANC: Adaptive Network Control

Context-aware
response

« Modernized response

management module in WebUI

- Configurable rules and actions

such as automated response
with ISE & ANC policies

- Additional enhancements

related to CTR integration

GSO STRATEGY & OPERATIONS



Firepower as a Sensor

Stealthwatch can
now claim all
Firepower
detections

Firepower Integration App will be made
available to Stealthwatch Customers
Collection of Firepower events on SMC:

Connection Security Analytics
Intrusion and Logging, SAL
File On-Prem

Malware

© 2020 Cisco and/or its affiliates. All rights reserved. p
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ISE is at the heart of Cisco’s Zero Trust Solution

Secure
Access Segmentation

(]

Endpoint
Visibility

Compliance

Q)

Rapid Threat
Containment

5 i e ofrar]e
© 2020 Cisco and/or its affiliates. All rights reserved. ettel' USer Expef\e(\o cisco S e C U re



Cisco Zero Trust

Secure the Workforce Secure the Workplace Secure Your Workloads

With Duo With SD-Access With Tetration

All Corp IT Data Center
=) =N
WAN - ?
Routing Network Wireless Application
1t Traffic Access Apps Servers
ﬁ‘-b > <>

s

& &S
=

loT User &
Devices Devices p
Saas #AAzure QWS D Google Cloud
User-bound Device Access et Ao e

ofrar]e
© 2020 Cisco and/or its affiliates. All rights reserved. c | Sco S e C U re



Next phase of Endpoint Visibility

Endpoint Visibility

r
L Next generation
»! - endpoint visibility with
U= O——— Al-driven analytics and
b | = network driven deep

K. \ packet inspection

cisco OHcCUre



Endpoint Analytics on Cisco DNA Center

High Fidelity Visibility

Rapidly reduce unknowns by
aggregating various source of
device fingerprints

ML Analytics

Endpoint
Profiling

Data

= =

DPIl-based Network Easy RF CMDB 3rd Party
Fingerprint/  Telemetry ~ Onboarding Fingerprinting Connector Visibility
Classification  Probes Tools (Roadmap) Tool

cisco OcCcUre



Next phase of Secure Access

o

Secure Access

1.

Enabling customer
journey to the cloud.

Securing access in a
MAC (Address) less /
randomized MAC world.

DevOps friendly
platform for managing
access policies.

cisco OcCUre



Next Phase of Segmentation

Endpoint

V. .b.l-+ . . . M
/ isibility N 1.  Simplified segmentation
Policy Policy rollouts with new tools.

Assurance Analytics

/\ Policy / 2. Best-in-class segmentation

AR Enforcement solution for brownfield

environments
Segmentation

3. Accelerating on Cisco’s
multi-domain architecture.

cisco OcCUre



“Trust” based network access
Bringing it all together

Security Ecosystem

ﬁ Threat Metrics
Vulnerability Info ’
Anomalous behavior

LR
52 @
oS Network Infrastructure
s< Mg Trust Score
> S >
el
2 - ..,.’,-----_--> >
o /
5 : L}
® ; | 4 DNACRISE Access Control
= i
- 2 ﬁ Change of Authorization /" and Threat
(-~ 8 S ' Containment
T based on
continuous trust

evaluation

cisco OHcCcuUre

°Trust Score using ML Anomaly detection for endpoint spoofing



Bring it all together

Visibility Driven Segmentation

O

Log Servers

@

NBP)

Cisco DNAC and ISE

Group-based
Policy

XS
N
o
&

Context-based
Scalable Group
assignments

|dentity
& Group

Cameras

O

1. Endpoint
Classification

Employees

O

L

Media

% € Servers EmployeeS
-
B L M E
Streaming
© Cameras | | |
S
WEB E -V — -

4. Pollcy
Assurance

v

3. Pohcy
Enforcement

cisco Hecure



Something you know
(e.g. password)

Duo Multifactor -
AUthentlcatlon (e.g. phone, key..)

Something you are
(e.g. biometrics)

passwords are not enough

Somewhere you are
(e.g. location)

afra
] : _ -
CISCO The bridge to possible © 2020 Cisco and/or its affiliates. All rights reserved

CISCO. Secure



Worlds Easiest and Most Secure MFA ‘

Every
Application
1. Verify Users ldentity
2. Verity Device Health
Visibility &
Policies
3. Control Access
Trusted Trusted
Users Devices

ofran]e
2020 Cisco and/or its affiliates. All rights reserved. C | SCO S e C U re



Gain Complete Visibility

Device Health & Compliance

Operating Systems by Platform

macOS ¢ Create macOS Policy

® End-of-Life
Out-of-Date

® Up-to-Date

Trusted Endpoints g

® Trusted
Not-Trusted

Unknown

© 2020 Cisco and/or its affiliates.

Windows ) Create Windows Policy - Android, iOS us) Create Android, IOS Policy

0(0%) ® End-of-Life 0(0%) ® End-of-Life 0(0%)
0(0%) ® Supported by Microsoft 1(100%) Out-of-Date 7(14.3%)
6(100%) ® Up-to-Date 42(85.7%)

Includes major Windows versions, not patch levels. Access devices + 2FA devices using Duo Mobile

0(0%)
7(12.1%)

51 (87.9%)

All rights reserved.

Dashboard

83k Authentications

In 0 st 48 s show 2t overy 50 minats.

m
|
|

. |

| M H g ‘H\j

Authentication Log L o stersis

Timostamp . Rosutt e Applcation AccessDovice

i
cisco HeCUre



New: Device Health Application [DHA]

Simple and Easy

Expanding on iOS/Android functionality

New: A light app for Mac and Win devices that checks the posture of the device at the time of

aCCess

OS patch level  Disk encryption Device password  Firewall enabled 3rd party agents

i
cisco HeCUre

© 2020 Cisco and/or its affiliates. All rights reserved.



New: Integration with AMP4E, Meraki and Microsoft

« AMPA4E: Automatically block malware infected Macs L

and PCsTrust a device if it’'s managed % AMP4E
« New MDM Integrations: i |IT

+ Meraki and MS Intune CISCO

« Expanding on current integrations with Mobilelron, WEIEIN
Vmware, JAMF, Landesk, Sophos, etc.

* Radically easy for customers
-- Microsoft
.- Intune

i
© 2020 Cisco and/or its affiliates. All rights reserved. C I s co S e C U re




Content Security

New refreshed solution and
new members of the family

ImIr
e
: 'l S.CIO. The bridge to possible © 2020 Cisco and/or its affiliates. All rights reserved. CISCO S e C U re



Cisco Email Security

e

Email Security

-Email Security Appliance (ESA)
- Cloud Email Security (CES)
py - Security Management Appliance (SMA)

Cisco Registered Envelope
Service (CRES)

-Email Security Plug-in & Add-in

Advanced Phishing Protection
(APP)

J Domain Protection (DMP)

New - Available Now

Cisco Security Awareness
(CSA)

Coming Soon

Cisco Mailbox Defense
(Codename Raptor)

© 2020 Cisco and/or its affiliates. All rights reserved.

i
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What’s new with Email Security

Leverage Talos Cloud URL Analysis
- adds more internal information and analysis techniques as well as 3" part
intelligence

Updated Advanced Phishing & Domain Protection Integration
- ESA is able to act as sensor and collects metadata for the APP cloud service
- Reporting on SMA

Search and Remediate
- ESA admin can now remediate direct in O365 & on-prem Exchange

SMA proxy support for CTR registrations
SMA scalability supports now 40+ ESAs connecting to a single SMA

i
© 2020 Cisco and/or its affiliates. All rights reserved. CISCO S ecure



Advanced Phishing Protection

Analyze and manage untrusted, suspicious messages

Risk Overview
Messages by Authenticity and Domain Reputation
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Risk Overview = To-Do List

168 1,809
Domains Messages

Today | 7days | 2weeks | Month

Top Sending Domains

Show Attacks
Zero-Day Impostor
Spoof All Attacks

Message Classification
Untrusted @D Untrusted &
Suspicious

Search

Search for domain name:

Volume Trust Score

More Trust

100 messages I
Less Trust
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Superior Intelligence

Learns and authenticates
identities and behavioral
relationships for enhanced
protection

Protects against business
email compromise and
phishing attacks

Discerns which emails carry
targeted phishing attacks and

only legitimate emails get
delivered

cisco Hecure



Advanced Phishing Protection

Analyze and manage untrusted, suspicious messages

'é'.ls'élf;' Security Management Appliance Email ~  Service Status Monitoring Tracking Quarantine robsherw & 7 ¥ Superior Inte"igence

Message Tracking

AU — s By Learns and authenticates
g oG g 3 o 200354 oy 3030350 [ G it 3] et s oo o st oy identities and behavioral

' relationships for enhanced

protection

Message Details

K]

> Delivered MID 46725,46726,46727 04 May 2020 08:30:39 (GMT -04:00) Incoming Policy Match robsherw.

Sender Recipient Subject Sender IP SBRS Score Sender Group

19... .com Great, Now Invasive "Murder 20355.21.145 35 GREYLIST
Hormets' Are a Thing to Worry...
More Details P t t H t b 1

* rotects against business

> Delivered MID 53491,53492,53493 04 May 2020 08:27:03 (GMT -04:00) Incoming Policy Match robsherw.

Sender Recipient Subject Sender IP SBRS Score Sender Group ‘ }I I la I I COI I l p rOI I l IS‘ } a I ld
bouncer . bsh... .com MxToolbox Blackiist Summary 200.61.151.222 a5 GREYLIST

phishing attacks
> Delivered MID 53488,53489,53490 04 May 2020 08:18:09 (GMT -04:00) Incoming Policy Match robsherw

NN~ NN ot Discerns which emails carry
targeted phishing attacks and
only legitimate emails get
delivered

Ya

Ya

Gopyrght © 2008-2020 Gisco Systems, In. Al rights reserved.
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Cisco Domain Protection

- Protect Your Email Domain and Brand

- Manage your Email Authentication and internal and external Email senders

Identify unauthorized usage | Authenticate 3" party email senders
mmm Fai

m  Pass
300
-t salesforce
Marketo
150 Volume: 32,078 Volume: 4,047
SPF Pass SPF Pass
100% 100% [N
DKIM Pass DKIM Pass
0

100% [ 0.4% I
6 June 12 June 18 June
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Cisco Domain Protection

- Protect Your Email Domain and Brand
- Manage your Email Authentication and internal and external Email senders

alaln sashimibank.com

clsco Security Management Appliance Email -+ Service Status M
Reports 1 Ml Flow Summary: ncoming Approved Senders Unapproved Senders  SPF Record DKIM Keys DMARG Policy
Mail Flow Summary « Nos Nos
& & Published [ Messages Pass Monitor
285488 5966 <
My Favorite Reports Email Threat Reports
Mail Flow Summary DMARC Verification Approved Senders Unapproved Senders  SPF Pass DKIM Pass BIMI Record
System Capacity Outbreak Filtering Pass Pass 96.27% 97.52% &
Reporting Data Availability URL Filtering 100% 100%
File and Malware Reports Forged Email Detection
Advanced Maiware Protacti Sender Domain Reputation Destination Domain... Approved Senders... Unapproved Send... SPF Pass DKIM Pass
vanced Malware Protection
Virus Filtering External Threat Feeds
Safe Print Oregon Data Center 285.5k 97%

Macro Detection
Advanced Phishina Protection

Google

Incoming Outgoing GoDaddy Workspace E...

Symantec.cloud (Mess...

Number of Messages
Dyn

McAfee Email Protectio...

[ Attempted Messages  100.00%|

‘ B Ciean 2.47%) Fusemail
B Threat Messages 95.19%]
B other 0.34%) 1&110NOS
Total
291 Mail.ru
BigCommerce
Intermedia 4
[ Domain ) | [ Exact maten EXH o .
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Web Security Protection and Work from Home

Workforce

Ensure only the right users and secure
devices can access right websites

Applications and protect data
Cisco ISE + WSA + DLP

© 2020 Cisco and/or its affiliates. All rights reserved.

Workloads

Secure all transactions with WSAv in
AWS while using the same corporate IT

security policies.
WSAVv in AWS (Public Cloud)

Workplace

Secure all user and device
connections across your network, with

the help of AC,Cisco ISE and WSA.
Anyconnect + WSA + Cisco ISE

i
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High Performance WSA - Phase 2

All Features

supported

WTT, Time/Volume/
bandwidth-based
quota now supported

1.8x — 2X

Increase in performance

Higher Connections ::: . Secured Ciphers
More Connections supported ECDSA Cipher used

™
a2
—
o
- i,
“wWw

-

i
© 2020 Cisco and/or its affiliates. All rights reserved. CISCO S ecure



Iy
CISCO

Defending 100% of Fortune 100
companies every day

Thank you
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