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MX Security & SD-WAN

Content filtering and geo-location rules

Intrusion detection/prevention

Advanced malware protection

FEATURED HIGHLIGHTS

NGFW, unified threat management and SD-WAN solution with advanced user experience analytics

Various models scaling from teleworker and small branch to campus and datacenter

Identity-based firewall

High-availability and failover

SD-WAN and Auto VPN

VPN segmentation / exclusion

End-user experience monitoring (MI)

Enterprise

Advanced 
Security

SD-WAN 
Plus



Meraki Security & SD-WAN Portfolio
Secure SD-WAN Virtualized Headends

Wireless WAN

Teleworker

Small Branch

Medium Branch

Large Branch

MX64
250Mbps

MX67/68
600Mbps

MX75
1Gbps

MX85
1Gbps

MX95
2Gbps

MX105
3Gbps

MX250
4Gbps

MX450
6Gbps

Z3/C
100Mbps

MG21/E
300Mbps

MG41/E
1.2Gbps

vMX-S
200Mbps

vMX-M
500Mbps

vMX-L
1Gbps



MX67 and MX68 Families w/ New Performance 
Improvements

MX67

MX67W

FIREWALL THROUGHPUT

450 → 600 Mbps
VPN THROUGHPUT

200 → 300 Mbps

MX68

MX68W

MX68CWMX67C



Benefits of Cellular, Now Integrated

SIM & LTE MODEM 
INTEGRATED

Limit downtime

Connect Remote 
Sites



NFVIS
Meraki 
simple
multi-cloud connectivity

Three-click secure SD-WAN 
connectivity to private and public 
clouds

PUBLIC PRIVATE



Secure SD-WAN Plus

All advanced security features plus:

Advanced analytics with ML
Smart SaaS optimization

Segmentation

Advanced Security

All enterprise features plus:

Fully featured
unified threat management

Enterprise

Essential SD-WAN features

Secure connectivity & basic security

Licensing that fits the business’ needs

+

All I need is AutoVPN and a firewall I connect to the internet, 
so I need UTM security as well

My business relies on apps served 
from SaaS/IaaS/DC



≈

Enhanced Firewall Rules on MX

Consolidate firewall rules using org-wide logical groups and objects * GA FY21Q1
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MX Network Objects
Compatibility

● Network Object/Group Compatibility
o Network Objects can contain: 

§ IP Address, IP Subnet (CIDR), FQDN or Wildcard FQDN.
o Network Groups can contain: 

§ one or more Network Objects.

● Firewall Compatibility
o Network Objects/Groups can be applied to:

§ Individual & Template Networks: Layer 3 Inbound, Layer 3 Outbound and Failover 
Cellular Firewall Rules

§ Organization-wide Site to Site VPN Outbound Firewall Rules



MX Firmware 16 
Latest stable release

10

NBAR2

AnyConnect

SD-WAN Over LTE

Smart Path Steering for DIA

IDS Snort 3.0

vMX on GCP



MX 17
Stable release candidate
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From 200 up to 1500+ applications 
Classifying all clients traffic by using NBAR engine

NBAR2 - Powerful App Recognition Engine !

Part of MX-16
● Enhanced application visibility
● Aligned with full Meraki platform
● Replacing existing TA engine
● KB Link 

License :

Platform Supported :
All MX, Teleworker

https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Network-Based_Application_Recognition_(NBAR)_integration?mt-draft=true
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Remote access simplified with the Cisco AnyConnect Client

AnyConnect - Client VPN

Benefits
● Mainstream VPN Client Support
● TLS VPN support
● Per user policy with RADIUS Filter-ID
● Certificate based authentication
● Split tunneling support 
● Easy Client deployment and configuration with 

MDM
● Automatic public certificate enrollment and 

renewal with Meraki DDNS hostname
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Enhance SaaS QoE with Direct Internet Access optimization

Smart Path Steering for DIA

● Empowers customers to handle Internet 
brownouts 

● Customers can now apply the SD-WAN 
performance classes to L3/L4 traffic that’s 
Internet-bound

● Performance is evaluated based on the 
uplink’s performance

License :

Platform Supported :
All MX



• MX 17.5+ firmware is required for IPv6 functionality on 
MX Security & SD-WAN Platforms.

• This is part of Meraki's ongoing, cross-product initiative 
to support IPv6.

• Supported models: Z3, Z3C, MX64, MX64W, MX65, 
MX65W, MX67, MX67W, MX67C, MX68, MX68W, 
MX68CW, MX75, MX84, MX85, MX95, MX100, MX105, 
MX250, MX450.

• See this link for a list of updated Meraki products that 
support IPv6 and to what degree.

IPv6 on MX17

https://documentation.meraki.com/General_Administration/Other_Topics/IPv6_Device_Compatibility
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Secure Access Service Edge (SASE)
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Meraki SD-WAN
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SASE cloud security capabilities / SIG

Integrated security 
platform

SecureX

DNS-layer
security

Secure web GW
Incl: RBI, File Control, App 

Control

Cisco Umbrella

Visibility across my entire 
security stack, with 
automated actionsStop threats before 

traffic reaches my 
network  

Full URL visibility/ 
control to enforce policy 
block advance threats 

L7 security across all 
sites to stop non-web-
based threats

Discover, report and 
control cloud 
application use.

Real-time threat context 
expediting incident 
investigation and 
response

Cloud-delivered
Layer 7 firewall

Cloud access
security broker

(CASB) Inc. DLP

Interactive 
threat intel
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Meraki / Umbrella SIG Integration
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Best-in-Class & Seamless SASE Security / SIGRAKI

Meraki 
MX

Optimized SD-WAN connectivity to 
Umbrella SIG

Meraki 
MX Simple and Fast Deployment

• Users can create an Auto VPN tunnel in just three clicks
• Umbrella policies can be automatically applied
• New sites inherit default policies

Cisco Umbrella

DNS-layer
security

Cloud-
delivered
firewall

Secure web
gateway

Cloud access
security broker
(CASB)

Interactive 
threat intel

Remote browser
Isolation

Data loss
prevention



Meraki MX and Umbrella Integration Options
Phase 1 

Meraki dashboard and user interface 
simplify tunnel creation

MX IPS / AMP

DNS Proxy
e.g. guest traffic

SIG
e.g. critical traffic 

Cisco Umbrella

Internet/
SaaS

IPsec Tunnel Connectivity

Phase 2 
Auto VPN extends Meraki’s SD-WAN fabric 

into the Umbrella cloud

MX IPS / AMP

DNS Proxy
e.g. guest traffic

SIG
e.g. critical traffic 

Cisco Umbrella

Internet/
SaaS

SD-WAN Fabric Integration

SD-WAN fabric

Choose per site

SASE your way

Competitive 
Differentiator

Meraki Umbrella 
SD-WAN Connector



People

Applications Things

Security Visibility

Networks

Cisco+
Secure Connect Now

Simple

Secure

Intelligent

Increase business agility through an easy to 
consume and use as-a-service subscription that is 
cost-effective

Protect across every point of service - user,
device, application - enforcing security closest to 
threats

Deliver actionable insights end-to-end,
to predict, understand, and remediate
the application experience

Cisco+ Secure Connect Now
Radically simple, unified SASE turnkey solution

Built for Speed and Simplicity



Major SASE use cases

Secure internet access
Provide users with safe access to the internet and cloud applications 
from any location and block malicious activity
and threats

Secure private access
Deliver secure connections to company assets in private data centers 
or in the private cloud.

Interconnect
Dramatically simplify architecture and configuration by inherently 
interconnecting anything you connect to the SASE Fabric

CampusRemote workers Branch office

One experience

Private 
cloud

Public 
cloud

Internet SaaS

Cisco+ 
Secure 

Connect N
ow

Secure Remote 
Worker

Secure Edge
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Cisco+ Secure Connect
Subscription Tier Capabilities

Note: Check Cisco+ Secure Connect Offer Description HERE for user terms
*Part of July 2022 release.

Secure Connect Essentials
Securely connect users to apps

Security
L7 Cloud Delivered Firewall + IPS, Inline Data Loss Prevention, Cloud Malware 
detection (all supported apps), Secure Malware Analytics (Unlimited Sandbox 

submissions)

Remote Access/ZTNA*
Client Based Access, Clientless Browser Based Access (up to 10 

apps), Granular user and app-based access policy, SAML authentication, 
Built-in IdP, posture and contextual access control, Reporting Remote Access/ZTNA*

Clientless Browser Based Access (up to 300 apps)

Secure Connect Advantage
Data protection, advanced policy

Secure Connect Essentials

Management Dashboard - Simplified management and unified visibility of connectivity and security powered by Cisco Meraki.

Connectivity – Private Access, Cisco Meraki® Secure SD-WAN native integration, interconnect of sites, users and applications,
Direct SaaS and IaaS Peering,

Support - 24x5* support access via Email & Phone, Access to documentation portal for self-help, onboarding services

Security
Secure Web Gateway (Proxy and inspect web traffic, URL filtering, 
Secure Malware Analytics -500 samples/day), Cloud Access Security 

Broker (Cloud app discovery, risk scoring, blocking, Cloud Malware
Detection for 2 apps), L3-L4 Cloud Firewall, 

DNS-Layer Security

https://www.cisco.com/c/en/us/products/collateral/nb-06-plus-as-a-service/hybrid-cloud/offer-desc-secure-connect.html


Cisco+ Secure Connect Now
Secure Remote Worker

Managed endpoint
W/ Client

Public 
applications

Secure TLS
Internet/SaaS

Public/ Private cloud

MFA
support

Device posture
and health

Traffic Steering

IP Sec

Private 
applications

Internet traffic Private traffic
Secure TLS

Tunnel

Secure
Connect

Private
applications

Branch/HQ

Cloud-access 
security broker 

(CASB)

DNS 
security

Secure web 
gateway

L3/4/7 
firewall

Auto VPN

Core elements
• Internet/SaaS

• Cloud 
security (SIG)

• Meraki® IdP (identity 
provider)

• Private access
• Client and clientless 

access
• Device posture

• SAML MFA
• Access control Un-managed

endpoint

HTTPS session



Cisco+ Secure Connect Now
Secure Branch Connectivity

Secure branch

Public 
applications

Auto VPN

Internet/SaaS

Public/ Private cloud

MFA
support

Trusted SaaS Traffic

IP Sec 
Private 

applications

Internet traffic Private traffic
Auto VPN

Tunnel

Secure
Connect

Branch/HQ

Cloud-access 
security broker 

(CASB)

DNS 
security

Secure web 
gateway

CD L3/4/7 
firewall

Auto VPN
Device posture

and health

Private
applications

Core elements

• Internet/SaaS
• Cloud security 

(SIG)

• Private 
application 
access

• Branch to Branch 
through Secure 
Connect fabric



Cisco+ Secure Connect Now
High-level architecture 

Acquire information
from the edge

1

Customer edge

Un-managed
endpoint

Contractor

Managed 
w/ client Employee

In branch/
on network

Employee

Acquire traffic 
into the Cisco Secure 

Cloud/SASE Fabric

2

Service edge

Cloud Traffic 
Acquisition

3

Gather missing information
and authorize the flow

Cloud-control plane

Cloud data plane

Zero-trust proxy

Cloud security

In
te

rc
on

ne
ct

Platform

Posture Identity

Dashboard

Connect to apps wherever they 
are: SaaS, Public Cloud, Data 

Center or Sites

4

Customer 
environments

Sanctioned 
SaaS

General internet

Private applications

HQ/branch

Microsoft office

Services

In
te

rc
on

ne
ct

Browser
Salesforce



CatalystMeraki
#1 in cloud 

managed 
networks #1 in networking

Cloud Monitoring for Catalyst Access
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Cloud Monitoring for Catalyst

M

Device health and
troubleshooting

Network client and
traffic information

Unified view of Cisco
network infrastructure
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One Network, One Dashboard

Centralized monitoring of
IOS and Meraki devices

Unified topology view

Consolidated
Device Inventory
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Keep Your Network Healthy

Port-level packet
and error counters

Remote troubleshooting
and diagnostics tools

In-Dashboard alerts for
switch or port issues
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Know What’s Happening With Your Users

Detailed network usage
and traffic statistics

Application visibility
into network traffic

See connected devices
across your network
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Cloud Monitoring Capabilities

Centralized view of the 
entire network

Visibility of Cisco devices 
whether Meraki or Catalyst 

switches from one 
Dashboard

Real time switch and 
port health

Monitor Catalyst 
connectivity and health 

from the Dashboard

App visibility
Make it easy to 

understand how valuable 
network resources are 

being used. (DNA 
Advantage License 

required for full feature 
set)

Network topology
Monitor devices and 
their connections in a 
unified dynamically 
generated topology 

diagram

Remote monitoring
Powerful live 

troubleshooting tools for 
identifying and 

correcting issues, even 
from thousands of miles 

away
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Supported Platforms and Software

* DNA Essentials will not provide application or usage data

Models
Catalyst
9200/L

9300/L/X
9500

Firmware
IOS-XE 17.3+

Licensing
DNA Advantage
DNA Essentials* 
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Architecture Use Cases
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Tiered Architecture

M

Cloud Monitored
Core

Cloud 
Managed

Access Layer
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Centralized Monitoring of Catalyst Networks

M
9500

9200
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Catalyst Campus with Meraki Branches

M M M

M MM

Cloud 
Monitored

Campus

Cloud
Managed

Branch
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Onboarding Your Devices



40
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Onboarding Step 0 – Terms and Conditions
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Onboarding Step 1 – API Key & Org Selection
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Onboarding Step 2&3 – Device IP and Credentials
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Onboarding Step 4 – Device Pre-Checks
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Onboarding Step 5 – Network Selection
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Onboarding Step 6 – Preview Config
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Onboarding Step 7 – Apply Configuration



Cisco Meraki systems manager
Product overview



Systems Manager Endpoint Management

Multi platform MDM support - macOS, iOS, AppleTV, Windows, Android, & Chrome OS
Cloud-based - no on-site appliances or software, works with any vendor’s network

Device security and location

Network settings deployment

Mobile and desktop troubleshooting

Easy and rapid provisioning

Backpack file sharing

Software inventory and app deployment

MDM-less onboarding with Trusted Access

FEATURE HIGHLIGHTS



Deployment Programs

Android

Android Enterprise (Android for Work)

** Android zero-touch enrollment **

Device Owner Mode for advanced control

Apple

Device Enrollment Program (DEP) 
and Apple School Manager (ASM) 

“Supervision” for advanced control 
and automatic enrollment
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SM Android Security

Physical Android Zero Touch
Samsung Knox

Automated Configuration

Umbrella & AnyConnect

Device OS

Network

Supported for 
Apple iOS too!

Secure in the office or remote



Deployment Programs

Playstore Apps for Android 
Enterprise

Integration with Google for Work Play Store

Push and manage apps in Device Owner 
mode and BYOD

Volume Purchase Program

Free and paid app management

Silently push apps

Migrate from Apple ID management

Recover/uninstall managed apps



Cisco Security Connector

Deployed and managed by Systems Manager



Meraki Trusted Access

54

Enables personal devices to access critical resources without 
requiring installation of an MDM 

Enabled with MR + 



Systems Manager licensing
A complete enterprise feature set in a single product:  SM

SM Free Trial Enterprise License

Annual cost Free for 30 days $40 / device

Complete feature set with 
ongoing updates ✓ ✓

24/7 phone and email support ✓ ✓



Cisco Integrations



Meraki MX integrations and interoperability

Meraki 
Interoperability

Cisco ISE

AnyConnect

Cisco Defense 
Orchestrator

Cisco Threat 
Response

Meraki
Integrations

Meraki MX

Umbrella

Secure Network 
Analytics

(Stealthwatch)

IPS/IDS

Secure Malware 
Analytics 

(Threat Grid)

AMP
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Easy to read threat report with 
threat scores to help speed up 
incident response

Prioritize Threats

58

Threat Grid Cloud – Malware Analysis
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Umbrella

AMPDNS/SIG

Secure-X
Sign-on

Dashboard for Security TeamDashboard for Network Team

Secure-X
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Umbrella policies applied 
per client/per VLAN from 
Meraki Dashboard

Umbrella – DNS layer security*

*MX15 firmware required

Meraki + Umbrella Security



Meraki ISE 
Integration
Wired Network Access 
Control
Compatibility Matrix:
https://community.cisco.com/t5/security-
documents/how-to-integrate-meraki-networks-
with-ise/ta-p/3618650

• Wired (MS)

• Host Modes

• Policy Types

• Automated Segmentation

• Differentiators

• Ease of Creating Access Policies

• Ease of Deployment

• Powerful workflows using API calls



Safe “Return to Work” with DNA Spaces + MR

62



Thank you! 


